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LIGHTWEIGHT AUTHENTICATION PROTOCOL FOR
LOW-COST RFID TAGS

P-F. BONNEFOI, P. DUSART
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o CQQ)V ‘] ABSTRACT. Providing security in usage of RFID tags is a challenging task
B due to their highly resource constrained nature. Frs; [we o rely on
%écause tags cannot support strong cryptographys: special (

o™ )Y low-cost Solutig
Ny e i eight algorithms and protocols need to be designed. i ﬁq nug
"P In this paper, we discuss some solutions and exhibit their_deficiencies in ‘» I -[{

order to design our own protocol. We propose an extremely li

Cﬂ v\ dJ’ :'B'V\ 3 authentication protocol between a tag and a database Sharing a gdinaign secret oL m () / : .‘-:':. )

value. [This protocol could be tailored to allow the databaSe to disclose or
nof the identity of the tag to the reader by meodifying the final steps of this

—pratacol.  We examine the adequacies of our solution regarding the chiosen loa“& (/eqw‘

security requirements and its withstanding against some common and less

(;\L‘},) ( b"ﬁ :

common attacks. Al
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o 1. INTRODUCTION
The RFID/éadio Irequency IDentification) tags are a new kind of barcode with
some additive properties. The main purpose of these ta;i is to provide remote /) [ esc
identification (ID) ie any applications to identify
a product, an animal, a person 151 i s. For many reasons{ these ap- |
plications must be designed cafefully in order to ensure(privacy and{zecurity in
the different area like stock management (or books management in library), fast
shopping checkouts, pets ide%tiﬁca,tion, anti-counterfeiting, sensor or vehicular net- C) v amde
wor . o WM\.N?\- ol Rt i p
) The RFID tag takes place into an infrastructure composed of the tag itself, a \
O(@ N\r M‘@‘er and a database.ﬁis infrastructure defines the “RFID-systemy”. The RFID
L&U @ tags ﬁe_d—;@internal battery which&g&t}grgntet‘a’s’a long ]ife—duratior@nd theldom-
munication distance is limited but sufficient for many applications (a tag could be
@ Tobm \ activated up to 100 meters but could only communicate up to a few meters). For
) widé de , the tags must be €onstructed with low-cost_electronic compo- % i 7 _
J

nents which limit§ thedeomputation ¢ Jpabilities and the storage spaceéfvailablep’
Blue to cost reasons, the tags-are-netArulytamper-resistant, but provideStfficient

. 18
o= Lor I( - : internal keys. Tl an adversary cafi-sbnrse the communication channel in order to €& (4 fﬂ\rrw_, A

obtain some secrgt’ informatiophy performing various attacks like traffic analysis, | Ae r il o
cavesdropping-o //

protectiontﬁt r?guirei too expensiye methodgs to disclose sensitive information like
N

5‘1‘“ tions by (d ¢ or tife infrastructure \ . ; v g

%) . ( eSS . ) f,‘—»u..w‘
- e ited to One unique identity. T 'sv"{hmty uld lead to a i{ ol nca .
. This iss Id be add ting this identit; ,
s issue could be addressed by protecting this identity Wy H_‘ V. @S-V
)& g - (oo, O £
’ . - h‘-‘—v\.\ W a

£ a _lpfﬁwes. RHID, Authentication. . E g o RS U/A :
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o be disclosed to impro ateriad or individual. This protection is adhieved by
Wlua/ uthenticating one interl cutor with the other one when a communication/occurs
( ’,l) between the tag and the related database through the reader. '

RFID is a very active field for research, so we have to carefully posifion our work ~1
in regard to other proposals. We have to select the targeted tag hardware. Some of ou,
them provide hash function and are out of our scope, furthermorg/from [9] a stud
exhibits that hardware integration of hash function in a tag should be dismissed i
favor of support of strong symmetric cryptography like AES 14)¥In orderTo find N \

common way to classify tag hardware we will use an §J ay presentegdh and useful ;

~qne in the following sectio ext we will define ourgxpected security goalsy We will LA g 2
describe}( some common attacks. Moreover we wi an attack transposed '

other secure dev € smart card and show that this attack has to be taken o ¢/ sl
into account. Next we will detail our protocol. Finally, welsh6#* that our protocol '

m\uy
2. HARDWARE FEATURES AND SECURIT I OALS

I > 27
I 229Infrastructure efficiency. As we ha Titten before, RFID tagls tgke place
UU?, J" into an infrastructure, where a database is the central element. Within this in-
62 M‘&S frastructure, we will define the SID, Secure Identifier, (0of which{the knowledge is : }, . Ve y
CXMI Mﬂ only shared withthe database. We must ensure that informatiyn related to the ‘v& 9
be retrieved without any uncertainty from the database and with time ( A | ol f,)
t’w(,@v\ h/\-t constralnts This issue is not easily resolved when it is combined With privacy and _ )
security concerns. C e G
Torg ownd . o Wk‘_’c" Joi Cnprandg
2.2. Hardware concerns. Chien [5] proposed a tag classification divided in two (
families: Lal 'l cil&f VA .j.‘ et 's F
e the first one is named “ g?—cos " with a microprocessor. Thelgare tamper- 23

resistant (up to AVA_ in Common Criterial6]) and Support some  “x—
cryptographic functions _Li_l—_ﬂg_c‘l_@ support classics] ones like 3DES, SHA-
1, RSA and “Simple” are limited tqrandom number generators and one-way

has ions). 1
V . M %« e the second one is named “low-cost” without a microprocessor. Theyg are \(
f o not resistant to physical attacks. The “lightweight” tags support énly x
random number generation and simple functions like a Cyclic Redundancy

Code (CRC) checksum, but not/{ tographic hash function. The “Ul- X
tralightweight” tags can only compute simple bitwise operations like XOR,
AND, OR, etc.

L VA S [ " In our proposal, we will use a PRNG (Pseudo Random Number Generator)

e because we assume that we have a lightweight tag. §With this tag, we want to

/Cl? ensure mutual authentication within the RFID infrastructure, between the tag and
the database independently of the reader.

Lo, anae oG]
i | We have now to list the different requirements, constraints and goals of our

We @igemme bhek proposals: ¢ Ak N .
N e lightweighty no possibility to use strong cryptographic functlons Hash

we will wsc. . functions are merely too expensive,to use on low-cost tag £{9]].
® no traceabilit&%mmag-fgr improper reasons could lead to trace

any movement of this tag (using a ro reader). §b, the object tagged
with apunique identity could be usedfto trace also 11;1‘ owner. In the case

v o T ~
¥ ? 4&“5 Ao e A St tere hg
o (wiﬂﬁbw i ?
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() of non unique identity for one tag, different tag’s identities related the set
J. iz B P of owned objects could be combined in order to define a profile that could . ' k h)’; '1 r
trace their owner. Aun Joad \ w‘;\',
F& e privacy: first, we have to ensure no traceability and seeerd, we have to ‘vi" O'::Y‘{
achieve anonymity by providing the choice to reveal or not the tag identity

at the reader level. We see no use for anonymity gj the database level, an

e e !
\/ Vt’u [f we can ensure tag i1dent1ty protection based onSID) one common identity ( < IM"“/
(@ e = shared by the tag§and the database exchanged s ely through the reader, f @

‘P this reader being unable to get access to this identity. We-eanatso_apply
[3 u.irfpf"

\NLV S thesame mettod to share a secure group identity between different tags.
Y - e resilience: the RFID system must be protected and its capacity to provide
services must be ensured. This requirement leads to protect the infrastruc-

ture against some common attacks like D@S ({lenial of Service). llx Y Im i Jlo—of

3. COMMON ATTACKS ON RFID TaG Corn “'e‘&o be
m infras-

In this section, we y.»rn‘ list some common attacks regardi
tructure. Some of them will-be illustrated by applying them on a.lready proposed

security fenforcementyprotocols.
o - .
M 4 th & e,

3.1. Attack on one participanty

\
o V‘\ 3.1.1. Attack on the tag. An attacker’ masquerades as a valid reader. Without
W nowing secrets, he tries to be apfhenticated. The goal is to extract sensitive ﬁ,&?o«-k
} [‘, informations{"This attack generally is counteracted by a shared secret. The
¢t T municatio ust also not Teveal the identity of the tag)or if it was ever seen‘or not

e e by acsimg o im M w.(}t[ _

3.1.2. Atlack on thg reader, Hgre the goal is to masquerade as a valid tag. The v
attack is not avoid™by a shahed secret because the attacker could replay recording e,a/ L;P
values of a good authenticatiors, This attacka( is kpown as “Replay attack”. <5 u:/vw{ @

A o

3:2:1. %completeness. As a radio link is used, unintentional communication end- -
Pan ing or transmission errors can happen. Hence the communication and the tag’s
(y\plrv col a()fh)l“\’ [ + work can be stopf«'ég fny stage of the protocol.

3.2.2. j:%' fflan-in-the-middle attack. This attack is a form of active eavesdropping N

in which the attacker makes independent connections with the victims and relays

messages between them, making them believe that they are talking directly to each

other over a private connection when in fact the entire conversation is controlled by i )
the attacker. The attacker must be able to intercept all messages going between the i { y o L L
two victims and inject new ones, which is straightforward in many circumstances,

especially in wireless communications (for example, an attacker within reception r”"'
range of an unencryp i~Ii-wircless access point, can insert himself as a man-in- ( r
A the-middle). A man-in-the-middle attack can only be successful when the attacker is WISTp
' e can impersonate each endpoint to the satisfaction of the othe
rab p p %. ! Py

(/(/(- Lo KNJG it 3.3. Attack on Databasey // M
Lym, r(/t - §L,nb4/f -

(im 2 WS U R Fop-
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Scennf
3.3.1. Desynchronization; To authenticate a tag, generally database shares a secret
with the tag. Due to low-tost constraints the method is to use an initial secret that
v s bg‘qg refreshed( a new!vadge is derived from the previousI at the end of each
9 successive communication. The security relies on the hiding of the function used to
' derive value and of the initial value: the new value could not be predictable from F,ﬁ
the disclosure of the previous one and each end of the communication are solely to \ '
know this function. An attacker has only to spoof a reader by sending a request to
desynchronize the secret (one the end used the next or prior value of the other end).

~

This attack is well known and can be found in [8]. Fo; example, in [20], Vajda et
T@;Yl &J al. study the following lightweight protocol: i
/- aY Reader — Tag : ol =z @ k®; (O g (-1 UJ\\_,;J N ' 2, &f h

q, Tag — Reader : b = z() g £(®
w> where 1 =* 2 3;... is a counter, which is increased by one in every new run of the
protocol. If a fake reader asks a tag, the chain of secrets k is corrupted and all
‘,‘,J"' \,‘ the future authentications \:él fail. This attack is takejinto account in Gossamer
,@ o ),;. protocol [15], where there a chain of two keys in tag memory \{ﬁgﬁl’are only ¥
o A w\% updated in case of mutual authentication. The second key is a bac up in case of M el

abnormally end of the updating phase.
¢at {om“

3.3.2. Random authentication. A fake tag can be authenticated by the other side in
lucky cases. Usually, authentication of one tag is related to the finding of the SID
of the tag in the database. After a successful authentication, data related to the
tag could be retrievglaccording to this SID. Sometime, in ultra-lightweight protocols ¥ y—
and due to time constr%t it could be interesting to combine authentication and

C/ ! &\( M‘ —7 index computatlon Tdse algorithms use§ some exchanged parameters in order >
A ‘N\M -

to compute only the index of data related to the tag, and considers that, if this

index exists in the database, then the tag is authenticated. Tn this ¢ he SID \ Ve / L)‘ .
becomes a SIDi, Secret IDentifier index. l’\nW" S

or example in Chien et al.’s scheme [4], as we have written before, the tag is g,qu /é
authenticated if a good identifier SIDi was found in the database. Let have a fake 1’ ""\'
tag which computes nothing. At the first step, it answers two numbers Ry, R whq‘d\ , Lg_

r‘,a.:-e'random or fixed. The SIDi is never exchanged. Hence, the database tries to find ) ]
d{ o N‘ a SIDi which satisfies Le ft(Rotate(SIDi, §) @ §) = R’ (the Rotate function isyused C f*\ 7‘“3“"’
% to easily scramble the input). If the Two numbers\match, there is one SIDghich J
y(..’w* \('w}) 4 satisfies the equality. The fake tag needs only to accspt the proposed challenge.
This attack depends on the number of SIDi in the databade: more SIDi are present : j; ’ <
} &M‘ M in the database, easier it is to find a pair of Ry, R’ that can atch with an existing  ( Jf,w‘ [""’-\.LJ'M
SIDi and lead to an incorrect secure acknowledge from the database. This attack b (?W b »

could corrupt the whole RFID system but could not be easily rejroduced, in order
to make the fake identity permanent (because the authenticatioy depends on a
random value given by the database). Ience, a fake tag can be aushenticated in (\
(database size/(2F)) cases, where L fis the bit size of R’

~
3.4. Attack on Implement?t_ion. Ri 1\ Ou U\V Qz

3.4.1. Attack on values. Here weysuppose that we have a reader with a corrupted
random number generator. The RNG sends always the same value (always zero).
If the implementation doesn’t verily this point, the nonces nq,ns in Gossamer
protocol[13] equals to zero. ! Then the reader computes the next values (A, B, ...)

| }i&JJ (LC Hlo@ el

A-Lgto&in,

N0 S—
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without errors. But with the null nonces, ng = MizBits(0,0) = 0) and nf =
MizBits(ns,0) = 0. The reader sends correct values of A, B,C with C' = k} + ,_-‘ ! .
¥ |7+ k3. The tag finds that the values of the reader are correct and sendvD. But { f/“u S

. \ V D = k3 + 1D + k. The value of 7 is defined by the scheme,[so §n attacker with a e @oals u/
. \ gzﬂbw modified reader can trace all tags wha%Te presented by computing ID = D—C+. Y «' €.
) : : ; s e ble.
A' MW L u { W/[(In ih1s case, with wp gd reader, tliitr ceability is possible
Ny '\r A MuktlZ JT'irm'ng attack. lmb well-known attack on implementation of smart R ;g) .
LI " PR P ¥ (}‘ card: the timing attack. Thetiming attack is a side channel attack presented by ¢
v y Kocher [12] in which the attacker attempts to compromise a cryptosystem by ana-
— - W lyzing the time taken to execute operations (like cryptographic al orithms). Every

logical operation in a tag takes time to execute, and the tim ;ay differ based on

the input; with precise measurements of the time for each operation, an attacker

can work backwards to the input. This attack is very efficient when a secret is used

for a loop bound. For example in a previously discussed algorithm, we need to

compute Rotate(z, k) where z is a variable and k a secret. The function achieved

the left rotation on z of k positions. This function is implemented with a loop on an

elementary function: left shift of one position. While the number of rotations is not

reached, the memory is rotated for one position. Hence with classical implemen-

tation, a computation of Rotate(z,3) takes 3 times of a Rgtate(x, 1) computation.

The number of rotations can be find by code axammme (génerally not possible) or +

estimated time of a Shift. cati’hlso spy on time of a few authentications and
Lime-foromie rotation using the greater common divisor. For example,

l‘l W { f ged(45,60) and takes1,3,5 or 15 us as ged(45,60)=15. The good value 7
?/ will be found by considering ancther computation time or by considering the most

probable value. Ience by recording time of rotate computation Yoy can evaluate

precisely the number of rotations of z. Then if the number of rotations is a secret,

it can be ﬁ%‘a by Timing attack. S

apply this method on the first step of Chien et al’s protocol[4], you can =

€ number of rotations of SID (Secret IDentity) which is denoted lB'y g. Hence
by timing considerations, the value of § is known. As R’ can be recorded easily, o - L
,? ? the left part of SID¥is known. We rotate SIDDin the opposite way to find a part of < e
the secret SID. Next by recording and listening several new transactions, aﬁattacker rb .
can retrieve all bits of SID. s A w}"'
1 - Sa ¥ . W )
If @vé)apply this method on Gossamer’s protocol[15], in the step “Extract n; 5 OW

" the tag must use the secret keys k; and k5 as loop bounds to make the

inyerse computation of the reader (in fact ROT'(A, —k;)). We are exactly in the .
a%ﬁ\'-ww“‘}u mf,ﬁwed case. But the ROT functiyzdﬁ;en is computed gmod L hence[we-canl ¥ c 1 cem b 'ﬁ“’:’i
1 :

obtaim krmedi- wsbade 7 ~ L \(
A timing attack is an example of an attack that exploits the implementation ohdetme
of an algorithm rather than the algorithm itself. The same algorithm can always \ih(urd L]#
be reimplemented in a way that Teakst i i iming attacks
?gk consider an implementation in which every call to a subroutine always re in
@y / exactly z seconds, where x is the maximum time it ever takes to execute the routine.

In such an implementation, timing;gives an attacker no hiseful informatiok; it also
? has the adverse effect of slower response times on average.
GL ( But in case of tag, it is not realidtic to take maximum. time fgr protocol; As the Vi

number of loop is random and not {limited (only by memory esentation), the

N voi
o h«r « | iy -

Apw E/V\JM.A e W\EL_\:‘LC b\’\wwn‘?

£ b phossg oo

r.,
P ace A Ak
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Ty )

s
execution time can be very long. ’I»f’- bad for identification duration and for tag Fouv&t— i

consumption.
4. PROTOCOL PROPOSAL w
M 4.1. Assumptions. We assume that: ( PYvaer i
e the tag is not tamper-resistant but the technical requirements needed to s ‘/’ A
Srecover the internal datag provide sufficient security against the attacker. ‘ oU Som CA'S’.)
¢ there exists a function named g which is lightweight and one-way (one 2, 2
Cecnndlr carr't retrieveq the input thanks to the output §). We assume that_ this » -
function is not sensible to timing attack. For this function, one can used‘
the lightweight Hash-Function,Tav-128 described in [16r5. One can use also
F-FCSR Stream Cipher [3] s at the upper bound lightweight class~ %
(the implementation requires 4.7K logic gates) and, unlike LFSR, resistant C f"‘i&
to linear and correlation attacks. (" rwq M ;(im ey
4.2. Definition. S(X,n) is a circular shift of X by n posjtions to left. Left ‘.S ?
. Sl and Right are two substring functions whichegive the le%on 1tuted by the ¢ io clof
\ ¢ ; e li{:tﬁfi/%g Eof an L-bits number representation i '
W vt ‘]"" b tores a secret identifier (SID), the index (SIDi) of SID in the da.taba.se

F 78wk e and a key K in its memory. df OWM

Ls,
2 5. PROTOCOL ANALYSIS ) YM% s) ) Q:M‘ i
- : fUtfonic fraer . ( —

E & .1. Security Analysis.

e Untraceability property: We use the same approach than [7 to define 4.1"”'
the property of untrac ihty that could be expressed through the following
\ rule : gfor two traces given by the processing of the protocol, it is not >
M iy AM = A, v’ﬁ' possible to determine if these two traces have been obtained by the same
- K & tag pjoetising the-proteestor by two different tags. For our protocol, thg TH—
w Mmq("‘* exchanged variables Ry, B2, n1, ne are random. The tag can be 1dent1f5a"by X
ID or SIDi. The value SID is used as in t; of the g function. As g is b
considered as a one-wa CthIl one Caw't retrievegtthe input thanks to ¥y~ Jy

J. asked with A is named STD’. As gisa
} x,gwb« random function, its outpuf will look random to an adversary. Hence M 6
is random and SI D’ is also random. 0 identity-related mformamon N
can derived from this value. Only the Batabase knows the identity o ""3 B ew m'

) An adversary has a probability of 1/2(2+2%) to identify a tag another time, (4 : —J
I\ : where [ is the length of R; and k is the length of n;. This probability is valid ' .
¢ a\ qmd' == if the adversary only eavesdrops the communications. §But if an attacker §| % AV ¢ cohd sl
‘\( S Lﬁa%é a fake reader (he can begin the communication With a tag) wants to - Bvee [o W)
— A know if the same tag appears another tim He has previously stored ap~

session and there are also two ways to idefitify the tag (through SID or

SIDi). In this case, the attacker is in an active phase and he could choose

the values R; and n;. To identi 1, Me must find the same SID'. As g
is one-way, the attacker oose I{y,n; but not Ry, no. To identify SID,
he must first h e same . But the same R doesm&ﬁ implieg to have th {{
ence, the probablhty of 1dent1fy a,nother tlﬁi‘é the thg is
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46“"\/\ P ™~ " msc Our Protocol
4 . i

K= Kyl K=k -k
DataBase Reader Tag
Stepl
| Gen. random Ry, n, | ' Gen. random Rg,ngl
Query || Ry
§ Ry
» n1
0o
.
. [1=4 (S(Rl,nz)@S(Rg,m}@SID)I
16y
b M = K@S(Rlum)@s(fﬁ n3))
[ SID' = sz‘ oM |
|
R = Left(§
| =
/ o hi’.“ ¥ = L}
. { P pWw ChW (74
LVNM" Se2 ] 1 LAl sl ol ST
P .
| M = g(K © S(Ri,m) @ S(Ra,n2)) | AT
T W
Compute SIDi = M & SID' . p b
) ' [Sewcr DB \(»M“’
%( 3 I (S(Rl,nz)GaS(Rg,ﬂl)@SID)l
€ [
% Left(3) = R
R’ = Right(j) 5
Step3 R R
GGaane R =" Right(3).
OK/NO
Stepd I OK
SID
_____________ 4
!-\
s s BT
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e Mutual authen lcatlon server identifies the tag by SIDi number, / WS ‘
searches SID in(database Next the server authenticates Tag by comparing %
its computation (Left substring) w:th the tag challenge response.
The tag authenticates the server by verifying the server computation
(Right substring). Since only the server and the tag have key K and SID

as common secrets, the scheme provides mutua aWn. The SID
mr N security operations.

e Probability of random authentication: The database authenticate
the tag if Left(g) = R. This equality depends on the behaviour of g
function. The probability is : Py = p(Entry = R) * p(K & S(Ry,n1) @ 9
S(Ra,n2) € ER) where Ep is the set {z/Left(g(x)) = R}. If we assume
that S has a L-bits output, we have Py < p(Entry = R)+(maxg #Eg)/2%,
which is negligible. y/ =1

e Replay attack prevention: An Qpporent can eavesdrop and record the

i M}‘?‘M 5kr i communications between the tag and the reader. Next he can replay au- g

Qi o thentication with recorded datag. As the values are random, the recorded =~
. = data;’ are not re-used another time. For thiS a.ssertlon we s pose that we
1\ P ¥
” st have a good random number generator( o~ Sun Lo "B oY~

Vo e Man-in-the-middle attack: The proposed protocol doesn‘t protect to ¥
YCL A p 'S b this attack [1]. This attack can be limited by using the anti-collusion mech—] 9 e W\‘V"J‘
W,J‘ L %"‘ 1’? qu anism of RFID Tag and limit the communication distance. With these \"
properties, only one tag will discuss with the reader and the distance be-
tween reader and tag can be reduced (1 or 2 feet). It became hard to be
{ ,h\' physically in the “middle” of the two devices as in WiFi based network.
¢ e DOS attack prevention: The proposed protocol doesa?t establish depen-
dencies between each authentication. So each transaction is considered as a
C&U* new one. This ensures that no synchronization is needed between one state
Q'GN ol J}\ Mt of the database and one state of the tag. From the point of view of the
tag, no one can put the protocol automata into a state from which it could

M rQ o g not escape, due to the use of the special command query explained before. !" q |
do ﬁ- f w-'“ ("'ﬂ

For the security of the database common solutions\[like trackmg queries of
readers and blocking them in the the case of malevolen uld be
used to avoid reader to overload the database query engine. Study of thes
solutions is out of the scope of this paper. C

e Attack on values: One must test if the value M is not equal to zero )
because in this case, the SIDi is transmitted without mask.

e Timing attack: One can perform a timing attack on our protocol. One :
can retrieve the two upper bounds used for the loop in the shift/rotation oM
function. The two values are ny and ns. Theses values are public and so ‘e
there is no interest to find them by this way. q"“

and storage cost as low as possible. The price of a tag depends on its capabilities
which are correlated with the previous costs. The communication cost is also impor- ; ,‘JW-M-
tant but not for the same reasons: if the communication cost is heavy, the protocol b_ l(‘

is slow to execute and an user must wait to have its authentication response.

5.2. Performance Analysis. For RFID tags, we need to have a computational WJSE

5.2.1. Computational cost. The tag needs to access to a RNG (Random Number We b"% :
Generator) to create the challengef R; and to a PRNG (Pseudo-Random Number

4N



howee

LIGHTWEIGHT AUTHENTICATION PROTOCOL

Generator) designed by _g. The otherg functions (XO
very classical ones. can change the g functfon to a aah function but this
functionality is not suitable (unavailable) onAdw-cost tags. ppose that the g
function hatp Qe property of hash functipfi: you gar’t retrievethe input seed with
the knowledge of the output. [Z

Lightweight property: We use
lightweight), the circular left shi
function in [15] and the Left a

RNG which is lightweight (but not ultra-
S which is considered as a ultra-lightweight
Right Functions which can be implemented with
masked boolean AND and (Example on 8 bits : Right(X) = X AND 0x0F,
Left(X)=S(X AND 0xF0.4)) are also lightweight.

The final cost of our protocol depends on the cost of the g function. We must
choose a function for which the computational cost will take a small part of the
time for a full transaction in common case. As we will see in the next section,
this execution time must not max out the limit of 200ms but we suppose that the
authentication phase[18] must not exceed 20ms.

cARY
5.2.2. Storage requirﬁents. The tag must store its own secrets: the tag identity,
SID, of length [, its identification number or place in the database, SIDi, and a

a variable of the same length [.

Qw "\ 5.2.3. Communication cost. The size of exchanged messages are: for reader-to-tag

'

‘communication, we have a challenge R of I-bits, a shlft&alue of no more than log,

almost the same but one must add the index SIDi in the database and the final

"unu'Sa -
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global secret key K of the same length [. To achieve the computatlo@ it handles
j JDYI’C_.S

e 2

k)

bits, an authentication response of [/2-bits; for tag-to-reader communication, it (: S ~ / (JC

response (OK/NOK) of 1 bit.

Real-world application: how our protocol would perform in real world 7 From
the technical guidelines given by the GSM Allianceg [11], the transaction duration
for contactless application is expected to be less than 200ms for Japan, and less
than 250ms for european countries. In the next paragraph we will try to evaluate
the time needed to compute our protocol and to make the query to the database.

The reader and the tag use the communication technology ISO 14443 (for prox-
imity reading) that provides a throughput of 106kbit/s. For example, we can eval-
uate the amount of data exchanged over the network with a size of 128 bits for the
common parameter [, by the following computation:

e for the step 1: 1 bit for the Query, 2 * 128 = 256 bits, for Ry, Rs, and
64 + 128 = 192 bits for R and SID,

e for the step 3: 64 + 1 = 65 bits for R’ and the Acknowledge;

e total amount of data exchanged between the tag and the reader : 546 bits
(209 bits sent by the reader to the tag, and 337 bits sent by the tag to the
reader).

The computational complexity exhibited to retrieve data from the database is very
limited, as we get a collision free identifier (SIDi) to access to the record associated
to the current tag. So, we can achieve a good response time without adding overhead
with our secure protocol for the communication with the database.

According to the throughput given previously, exchanging data related to our
protocol requires: 546/106000 = 6 ms. We have to add to this value, the time
required to sen%‘he whole data frames in which our data must be enclosed (needed
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5.3. Comparison with other protocols.

P-F. BONNEFOI, P. DUSART

e underneath protocol used to transport application data), and some
error correction to these frames (bit parity).

al loana

U-Map [17] [ SASI[5] | Gossameg[15] | Our Proposal
Privacy and Anonymity Yes Yes Yes Yes
Mutual authentification Yes Yes Yes _ Yes
Desynchro Resistant No No Yes K /A Yes)
Disclosure Attacks No No partial Ye

~cf 3.4.1)

|_—FTming Attacks Yes strong partial Yes
Resistance (cf 3.4.2)

Classification ULight ULight Light Light

We compare our pmtocol with a family of Ultralightweight Mutual authentication
protocols prese by Peris et al.[17], SASI[5] presented by Chien, and Gossa-
mer([15]. We dow’t say that that
beddflise the MixBit function uses add function which we consider lightweight only.

6. CONCLUSION

From the study of the security problems of a RFID protocol, we design a more
secure protocol which satisfies the same requirements in terms of technical con-
straints.

We have addressed the deficiencies that we have exposed without sacrificing
the requirement of realistic response time to exchange with the database. This
response time is crucial in order to use the proposed algorithm in real world, like
needed within the active research area of NFC, Near Field Communication (for

example,in the case of transportation which requires acknowledgment between a
database@gill%wthe subscriber information and the tag validating the identity of

this subscriberythe Time to make (he mutuat-amthientication is over constrm 9
The protocol could be modified according to dilferent goaisT

e if we keep only steps 1 & 2, authentication of the tag has been achieved
from the point of view of the database. This could be sufficient for some
applications where mutual authentication is not required like stock man-
agementythe database learned that this particular tag has been read and
could carry some internal operations (remove from the current stock for
example).

e if we keep steps 1, 2 & 3, mutual authentication has been achieved. The
secret identity of the tag (SIDi) is not revealed to the reader.

e the step 4, used to disclose the tag identity to the reader, could be optional.
The disclosure of this identity could be made according to the choice of the
database only, or by the value of a flag parameter in the RFID key (one bit
of the key could be used to set this choice). We can allow this behavior:
if a direct and authorised connection between the reader and the database
could be established, trust between reader and the tag is enabled and the
tag allows the reader to know its identity. (So/ our protocol could rely on
some more powerful secure protocol established between the reader and the
database.

ssamer pf'ﬂtocoi is ultralightweight like in [15]

Y
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e this protocol could also be used to provide a secure communication link
between tag and database, or tag and reader enabling some updates of the
tag’s memory.
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