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Abstract. The Java Caff'! Grid? platform is a project carried out at LaBRI, Lab-
oratoire Bordelais de Recherche en Informatique. It cémdissetting up a platform
composed of a large number of smart cards connected togeyhelSB hubs and
driven by PCs. The Java Card readers are assembled in a watitmeck and are
organized in a cluster-like architecture. The goal of theaJaard Grid project is to
provide a hardware and software environment to experimergegurity demanding
applications and thereafter to propose innovative higallsgcurity solutions for dis-
tributed applications. This original Java Card Grid can éensas a proof of concept
(even if it is much more than that and can be used as is). Otadopns based on it
are now being investigated among which:

— anetwork based Java Card Grid that uses cards availableiativaites on the

network;
— amobile Java Card Grid [1] that uses a multilevel approaahdbmbines ad hoc
communication between mobile phones and the use of the G8kbrie

The smart cards are very efficient at insuring security. tofately, the main hand-
icap of a smart card remains its limited resources. Thisioisin principally affects
the memory size and the processor speed. Regarding memenyif & has grown sig-
nificantly in the recent years, it is still too limited to rueal life complex applications.
In this paper we propose a solution that makes it possibleavige a smart card with
a large storage capacity, still insuring a high level of siguWe show how this off-
card storage solution will be useful to support real sizdiegfions on our Java Card
Grid.
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1 Introduction

Security is one of the main concerns in the majority of thd ligm applications. To ex-
periment on these problems we have set up a grid of Java C&+8§ [n this context we
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2 The Java Card Grid was awarded as the best innovative tejnat e-Smart2005.



have already developed a few applications that take adyamtethis testbed infrastructure.
Nevertheless, one of the main limitations to the deploynoéneal life applications in this
environment is the limited memory of the smart cards. To cemre this problem we pro-
pose a solution that makes it possible to store the appiicakita off-card in a secure way
that ensures their confidentiality and their integrity. Hira of this paper is to describe the
Secure Storage Memory Unit (SSMU) application used to ektba memory capabilities
of the Java Cards of our grid.

In section 2 we present the Java Card Grid and its capabilBection 3 then describes
all the characteristics of the Secure Storage Memory Urdtsdrows its usefulness. Before
concluding we eventually present in section 4 the appbcatand, specially, a data mining
application already deployed on our grid that will benefinfr this new extended secure
memory.

2 The Java Card Grid platform

The goal of the Java Card Grid project is to provide a securéwexe and software envi-
ronment to experiment and thereafter propose innovatigk level security solutions for
distributed applications. Our assumption is that the nextegation of computers will use
a hardware-supported secure environment to provide aiglics with a high level of se-
curity. It is a realistic assumption as can be seen when derisg for instance the Trusted
Computing Group [6] which develops specifications to embddusted Platform Module
(i.e. a tamper proof module similar to the smart cards of our ptatjdn computers. This
group gathers all the leaders of the smart cards, the comgofisvare and the computer
hardware markets. There is no doubt that the technology aftstards or at least a smart
card like technology will be integrated into future compste

2.1 Overview of the Smart Card Technology

A smart card is composed of an integrated circuit (the chiyg) a plastic card of credit
card size. This is a real full embedded tamper-resistanpodan based on a microprocessor
and different types of memory. The smart card propertiesh s1$ physical and hardware
properties, are specified by the 1ISO7816 standard [7]. Tiegiiated circuit includes vari-
ous protection mechanisms (at software and hardware Jesgdd as a secure and efficient
crypto-processor, sensors, a shield to avoid the elecgoste emission and to protect
against laser fault injection, a pump of current to smoogytbwer consumption, etc. Thus,
a smart card can protect its contents and provide securitices,e.g.ensure confidential-
ity of information (code and data) present in its memory. éftware level, the smart card
today can embed several applications on the same piecesticpl@hese applications can
be installed dynamically and executed independently butmparallel. To prevent attacks
from an embedded application against an other one someitydfeatures have been inte-
grated in the operating system.§.a firewall between the applications to isolate them in a
sort of sandbox still keeping the possibility to performwecsharing of data if required).
One of the multiapplication smart card technology is JavalQ#s architecture consists in
a virtual machine which interprets the bytecodes of the ingnapplication (so-called ap-
plet). This technology is widely used for the Subscribentitg Module (SIM) cards in the
GSM:. However, the main cons of the smart card are the extremmelielil processor speed

® The Global System for Mobile Communications (GSM) is the tmmspular standard for mobile
phones in the world.



and the memory size. Even if it is planned that in the next tearg a smart card will embed
1GB of memory (and 300 MhZ RISC processors), a solution toagamvoluminous data is
needed today, especially in the context of the Java Cardpgeesgknted below. The proposed
solution to overcome this limitation is presented section 3

2.2 Hardware Description of the Java Card Grid Platform

The hardware platform that we have set up is presented figure 1

Untrusted Environment Customer

Environment

Grid of Java Cards = Trusted Env. Grid of Java Cards = Trusted Ehv.

=) Secure channe
<}={> Physical link:

NETWORK

Fig. 1. A hardware platform based on Java Card grids.

It shows that we have in fact deployed two grids that are cotetketogether by the
network. The hardware fits in a wall mount cabinet of 19U. Egithis composed of:

— a PC which needs 2U;
— two 2U racks from SmartMount, each one having 8 CEJg] readers from SCM Mi-
crosystems, i.e. we have a total of 16 CCID readers;

— three USB 7-port hubs (put in a empty 2U rack) to connect thdees to the PC and to
power the readers;

— Java Cards of different manufacturers plugged in the raasleich then power them.

We have also equipped one of the PCs with a LCD monitor and@adpackable keyboard
(with an integrated touchpad) that we use to control theegenA picture of this platform
is shown figure 2.

Information about the software infrastructure is avaiabl[9].

4 CCID is a standard that defines a protocol to handle USB reader



Fig. 2. The Java Card grid.

3 Secure Storage Memory Unit

In order to overcome the memory size restriction of the sroartl, we propose a solu-
tion [10] that offers smart cards a secondary storage (thebdisk of a host) which increases
the memory capacity for the embedded applications:

— in the short term, i.e. for short lived data, in a way similarat usual virtual memory
mechanisms, as can be found in most operating systems (si¢imdows, Linux, etc.);
— in the long term, i.e. for long lived data, as with secure dafmsitories.

The proposed solution furthermore ensures the securityeo$wapped informationg.
it preserves the integrity and the confidentiality of dathedn a perfect adequacy with the
security requirements which characterize the smart card.

Two entities are involved to achieve this goal:

— one on the card, a Secure Storage Manager Unit (SSMU);
— one on the host which performs the following operations:
¢ write the ciphered data sent by the SSMU,
e manage the identification of ciphered data records,
e return back data to the card on demand.

3.1 Principle

In this paper we focus on the entity deployed on the smartside] the SSMU. It is useful
for the applications which require to store a large amouditd. Since the smart card mem-
ory size does not enable to store such a quantity of data,SMdJsapproach will enable to
overcome this restriction. It is furthermore in charge ofuming the confidentiality and the
integrity of the swapped data. Using the SSMU will thereforevide a good security level
even though some of the application data are stored off-card



On a Java Card, each applet runs in its own closed sandboxaesdmbt access data
of the other embedded applets. This rule is guaranteed byréineall provided by the Java
Card Runtime Environment (JCRE) [11]. To preserve this ss@paration property in the
off-card storage repository, the SSMU must prevent an afialen examining or accessing
data of any other applet. The SSMU should verify the idertityapplets to ensure that
only the owner applet which swaps the data can recover themthls purpose we provide
each applet with a specific encryption key (calldd.ster K ey Appx in Fig. 3) as described
below. The problem is that an applet can process a large nuoflsata records and an
attacker could spy the ciphered data transmitted to thenskecy storage in order to try
to discover the encryption key by using cryptanalysis méshd@he best solution would
be to cipher each data record differenilg. to provide each record with its key (called
KeyAppx Ry in Fig. 3). This is that we propose below.
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Fig. 3. Overview of the SSMU principle.

The process illustrated figure 3 is used to ensure the ityerfrine swapped data and to
ensure their confidentiality. These two points are respelgtipresented in section 3.2 and
section 3.3. For short, the applet which needs more stogageescalls through the firewall
a method of a shareable interface of the API provided by tHd$applet to give it its
data to save. When the source applet needs its data baclsianalther method of the API
provided by the SSMU applet. The applet can also delete thgsed data. All the secure
aspects are delt with by the SSMU applet.

3.2 Data Integrity Process

The process used to ensure the confidentiality of data issiegle but efficient. It consists

in hashing all the input data of a record with the SHA-1 [124 am keep this value on the

card. When the data will be retrieved to be used in the futafter the decryption process
the SSMU will verify its integrity, by computing again the 8 on the plaintext data and

by comparing this value with the original saved value. If¥kies match, it means that the
data integrity has been preserved. Else, it means that #trgpad data was modified or
corrupted for some unknown reason.



3.3 Data Encryption Process

The data encryption process that takes place in the smalt safundamental to ensure the
privacy of the swapped information. Without this encryptian intruder could read the data
transmitted to the secondary storage. We use the AES digonit CBC mode.

Advanced Encryption Standard In 2000, the Rijndael algorithm was adopted as a stan-
dard by the National Institute of Standards and Technoldd$ 1) and named Advanced
Encryption Standard (AES) [13] algorithm. It was chosendase of its low memory con-
sumption, its significant degree of parallelism, its fasim@onfiguration and its facility
of execution. In short, the AES algorithm is a fast, efficiantd strong symmetric key en-
cryption/decryption algorithm. It is able to use 128, 19#] 256 bits cryptographic keys to
encrypt and decrypt data in blocks of 128 bits.(16 bytes).

We use the AES algorithm as a representative algorithm. Bvengh the Data En-
cryption Standard (DES) [14] could also be applied, its gseot recommended since it is
vulnerable to brute force attacks due to its small 56-bit keythermore the AES algorithm
is faster and offers a better performance than the DES #igoriTriple-DES avoids the
problem of a small key size, but it is unsuitable for limitexbource platforms.

Building the Encryption Key As explained above, each applet must be associated with a
specific key. For this purpose we get at runtime the AID (Apfentifier, a unique identi-
fier on a card for each applet) of the active applet to checlagipdication which swaps the
data. Furthermore, the SSMU associates a unique randooreéblytes M aster K ey Appz,

for each applet, which is used to generate the cipher keydcagee that the data provided
from different applets are ciphered in a different way. THester K ey Appz is generated
randomly using the hardware Random Number Generator (RNsgluia available on the
card. We have chosen to use 128 bits.(16 bytes) key. As explained above, each record
must have a unique encryption key, but this requires a secutéarge enough storage space
to store these keys. The memory of the card is the perfecidatedn term of security, but
not in term of size. To solve this problem we assign to each datord two additional byte
values,V'1 andV'2, generated in a random way, to diversify thBuster Key Appx into a
specific key. To generate th€ey Appx Ry used to encrypt/decrypt a data recdig, we
have chosen to hash with SHA a XOR of théaster Key Appx of the applet (16 bytes)
and of a combination of 1 andV'2 (16 bytes) of this recor®y; we eventually keep the 16
first bytes (1).

KeyAppzRy = SHA_1g(MasterKeyAppe & {V1V2V1V2VIV2V1V2VIV2V1V2V1V2V1V2}) (1)

Virtually, KeyAppx Ry is present on the card to encrypt/decrypt the redggdout in
reality only theM aster KeyAppz, V1 andV'2 are stored. Thus, for each data record, two
bytesV'1 andV' 2 are stored in the card, instead of a 16 bytesKey Appx Ry. Nevertheless
we need to compute the key before encrypting or decryptitey da

The use of/1 and V2 values ensures that even if a key used to cipher a record is
compromised, it does not affect the security of any othepped data recoride. an attacker
cannot decrypt any other record by using the revealed keyd#&SHA to diversify the keys
because it is a good pseudo-random number generator [15].



CBC Mode The basic behaviour to implement a block cipher algorithmsigis in sepa-
rately encrypting each block and in gathering the partislits thereafter. This is refereed
to as the CBC mode [16]. In this mode a feedback method is eghple. the result of ci-
phering the previous block is used as entry to encrypt theentiblock. The CBC scheme
is the following : the plaintext isX O R-ed with the previous ciphered block and the result
is ciphered. The ciphered data of the current block will beduia the encryption of the next
block.

The CBC mode solves the problem of the identical input dadedd, the same block
is encrypted differently depending on the previous blogkais, the CBC mode avoids the
strong correlation between data contrary to the ECB modeentne same data is always
encrypted in the same way. Moreover, in CBC mode, the ordgpbEred text blocks affects
the decryption phase. The valid decryption of a cipheredlblequires the decryption of
the previous block.

The ciphering process of the first block involves-its initialization vector, denoted
1V (cf. figure 4). To ensure a good security level, tihii§ must be composed of random
values. In our case, to save memory, we have chosen to gerleisatl” from the random
vector M aster K ey Appx used to build the cipher key and from a combinatioridf and
V2. First, we calculate the complementidf andV 2 denoted-V'1 and—V2. Second, we
XOR the Master K ey Appx vector and the-V 1, =V 2 values. Finally, we apply the SHA
hash function to obtain thE)” value and we keep the 16 first bytes (2).

IV = SHA | _1g(MasterKeyAppz ® {~V1-V2-V1-V2-V1-V2-V1-V2-V1-V2-V1-V2-V1-V2-V1-V2}) (2)
Plain Text (block 1) Plain Text (block 2) Plain Text (block 3)

Initialization Vector (V) v v v

b —0 —®
A A A

KeyAppxRy = Key —p AES Key —p AES Key —p AES
A 4 A 4 A 4

Ciphered Text (block 1) Ciphered Text (block 2) Ciphered Text (block 3)

Fig. 4. The Encryption process.

Choice of Record Length We can choose any length smaller than the length of the APDU
array, the constraint being that we have to put the ciphezedrd in the data field of the

® The Application Protocol Data Units represent the data cands and responses exchanged by a
reader and a smart card.



APDUS. Nevertheless the record length should be large enougttitniap the execution of
the SSMU and the saved memory.

Analysis of the Cryptographic Choices To achieve its goals, our SSMU must ensure two
properties: the Perfect Forward Secrecy (PFS) and the ®détekward Secrecy (PBS).
The PFS guarantees that a passive adversary who knows gummugisubset of keys cannot
discover subsequent keys. The PBS guarantees that a pagsamsary who knows a con-
tiguous subset of keys cannot discover preceding keys. Tétenfechanism that we have
used to achieve this goal is the random key generation wiichre when a new applet uses
the SSMU. The additional random generation of V1 and V2 fahe@cord enforces the
confidentiality since these values and the applied operatioversify the encryption key at
record level (which is a subset of the applet level). Indéekd attacker succeeds in com-
puting the encryption key for a given data record, this dagsaffect the confidentiality of
the other data records. Furthermore a rekeying processeuary time a record is read
from the secure storage and swapped out again.

3.4 Total Separation Between the Data of Different Applets

Java Card is a multiapplication caia. it can contain several applications at the same time
and applets can be downloaded and removed dynamicallygitivenlife cycle of the card.
For security reasons, each applet in a card must run in itsad@sed sandbox, so that it
cannot interfere with the execution of any other applet athot access confidential data.
To achieve this goal, the Java Card approach is to use a firtnaabuarantees a total sep-
aration between applications and thus offers a protectmm fmalicious codes.

To be consistent with the above principles, the SSMU musiranthat an applet cannot
access (an unciphered version of) the swapped data of aaeyagiplet. Therefore, when re-
ceiving a request from an applet that wants to get a piecetaftieck in the card, the SSMU
verifies the identity of the requesting applet. So as to mhleverification possible, the
SSMU saves the AIDS(Applet IDentifier) of applets when they swap data out of taeds.
Thus, an applet can only recover its own data, and it has ndevagcess any swapped data
of any other applet.

Unfortunately, if an applet does not delete its swap datareeit is removed, a new
applet installed with the same AID can easily access and iexathem in the swap area
of the old applet. There are two ways to prevent that problEne applet can delete its
swapped data by calling a dedicated method of the API provigethe SSMU unit. The
applet can also implement tigppletEventnterface® provided by the Java Card API. The
uninstall()method contained in this interface is called when the ajppl¢leted and makes
it possible to inform the SSMU so that it can remove the swedizda.

® Even though in practice the size of the APDU buffer dependthercard brand, it is usually 256
bytes. This is large enough for the applications presemteeédtion 4.

" The AID is the unique identifier of an applet on a card.

8 This interface is available only in Java Card version 2.2latet.



3.5 Memory Saved by our Swapping Strategy

Using the SSMU enables to save a lot of card memory spaceleltise card, a swapped
record is represented by a Java object containing all theepief information (attributes)
and methods needed to decipher the record when the ciphetadsdeturned back to the
card ¢f. Listing 1.1).

Listing 1.1. A data record.
public class record {

short lengthPlainData =¢hort)0;
short lengthCiphereData = ghort)0;
short index = (short)(—-1);

boolean empty = true;

short externalAdress =ghort)0;
byte[] hash =new byte[20];

byte v1;

byte v2;

public void newRecordghort lengthData, ...)
public boolean isEmpty ()
public void delete ()

If we notex the length of the swapped data record, the size of the datiedde rep-
resent it on the card.é. the object and the MasterKeyAppx which is required to decryp
the record) is31 + 16/n where31 is the length of all the fields of the object (a short is
2 bytes long) and 16 is the length of tAdaster K ey Appxz andn the number of records
associated to the applet (tAéaster Key Appzx is shared). Thus the rate of saved memory
is: Z=B1H16/) For example, for one application we can save:

% of saved memory|n record|x length of each record
0 1 47
87,20 16 250
100 n T — 00

Note that 0% means “no memory saved”. Thus, as soon as thelrgize is greater than 47
bytes, we save memory by using our swapping mechanism (fiesof the above table).

4 Applications

In this section we present three applications for our SSMik first and obvious consists
in integrating this feature in one of our existing applioas. The second is a scenario that
could be used in different user cases and for instance irl gridaenvironment. The third is

a new feature for our Java Card Grid. It should be noted tleattirent interface between a
card and the outside world is quite slow. The consequenbaighe applications described



here will not run fast on large size data. Nevertheless, wievsethat future cards will
provide a faster interface.

4.1 Using the SSMU for secure data-mining in the Java Card Gd: the CBP-Air
France application

This example is related to an application that we have dpeelmn the Java Card Grid
platform. Even though it does not currently make use of thelS$eature, it is clearly the
kind of application that can take advantage of it. We are wgylon the implementation of
this topic.

The context of the application is as follows. For securitgs@ns, the Transportation
Security Administration (TSA) of the United-States is deyéng a passengers analysis
program called Secure Flight. This program is fed with thespagers information that
has to be provided by airline companies for any flight for vahilee origin or destination
portis in the U.S. In some cases, this raises problems, éparce with the European laws
that forbid these companies to reveal (pieces of) passeémigemation, in order to protect
privacy and civil liberties.

This may lead the American authorities to refuse the landfrapch flights if they can-
not access the passengers files. To solve this challengeaweedeveloped an application
that runs on and uses the features of the Java Card Gridqiedfiod data mining techniques
to examine the passengers file still preserving the privatlyeoconcerned passengers. This
application makes it possible to analyze the informatiomaimed in the files of an airline
company, for example Air France, by a government agencyexample the office of the
Customs and Border Protection of the United States, the CBP.goal is to ensure the
privacy of information for both organizations. For Air Fa we must guarantee the confi-
dentiality of the sensitive data present in the PassengereNRecords (PNR). For the CBP,
we must ensure that the algorithm and the search criterizotdne revealed. The CBP must
thus be able to search for suspect passengers in the file &raiice without being able to
identify any specific passenger. Air France must not be abdiistover the criteria used by
the CBP.

To deal with these constraints, Air France deploys its PNEr ¢ive cards of the Java
Card Grid and provides an interfadee( API) giving partial or full access to the passengers
information without violating the confidentiality requireents. In particular, a passenger is
identified by akey that is independent of his effective identity. The code & €BP is
also deployed on the cards; it carries out its search anthehack thé&eys of the suspect
passengers. The CBP can then ask Air France the identitidteefuspected passengers.
More details about this application are available in [4,5;19].

In this example, the SSMU applet will be useful because thB BNAir France can be
bigger than the overall memory size of all the cards of thd.grhanks to this mechanism,
we will be able to store the passengers file in a big capaditsage, still respecting the
confidentiality and integrity requirements of the swappathd

4.2 A Secure Storage Application

The goal of this application is to provide an efficient and fsure storage solution for the
end user. An illustration of this application is a user of a W@ wants to securely store
his data. We assume a client application, running on the tiwgtwants to manage a virtual
secure file system. To achieve this goal it uses a dedicatetasgrovided by our grid.



This service consists in ciphering the data sent by thetddipplication of the PC using the
SSMUs of the grid in a transparent way. Information aboutstirrices possibilities in our
grid is available in [20]. This kind of application can be faidéor many user cases where it
is needed to have a secure storage.

Now we can consider to use it to perform the secure storags tfsa real grid. This
application can then be viewed as a sort of collaborativegs® between two grids, the
real one and the Java Card Grid, each performing what thepetter at, the scientific
computations for the real grid, and the ciphering procedslamkeys protection for the Java
Card Grid. Note that smart cards have extremely efficientygnion dedicated hardware
and that the encryption key(s) can remain inside the carchamer be communicated to any
outside entity. The development of this application is rettstarted but it could be quickly
achieved.

4.3 A Secure Card Applications Repository

A useful feature for our grid would be a secure repositoryarficapplications, that would
consist in storing the CAHiles in a secure place to ensure their confidentiality aretirity.
When a card will need a new application that it does not yeteshtb provide a service, it
will get the related CAP file in this secure repository and it imstall it in a secure way.
Moreover this special operation of getting a service anthllisg it can be seen in our grid
as a dedicated distributed service offered by some cardbés cards. Currently this appli-
cation is not yet available because we need to implementdaerabedded GlobalPlatform
[21] installer for the server card.€. the card which will decipher and send the CAP file to
the client card +.e. the card which will ask for the new application) and this isaachand
long task.

5 Future work : security analysis of the solution

So as to analyse our solution in terms of secti?itye will initiate a joint work with cryp-
tologists. We will especially study:

— the relationship between keys in our solution;

— the relationship between the IV and the encryption keys;

— the choice of cryptographic primitives,

— the influence of the recurrent characteristic of the keyslsind

Furthermore, one of the referees for this paper wrtés maybe worth noting that given
a high assurance scenario (e.g. elD card or possibly the mavet regulations) all security
features required by the proposed application(s) would \edwated for security to resist
high attack potential,’ which we agree with. This would furthermore increase tleeisty
assurance of our proposal.

6 Conclusion

The framework of this paper is the Java Card Grid project lb@esl at LaBRI, University
Bordeaux 1. It consists in providing a platform based on almemof connected Java Cards

® The standard binary file format for the application of thea)@ard platform.
10 wWe need to thank the referees that suggested to investigigtter in this direction



to experiment on secure computing. One of the major linutetiof this platform is the
small memory size of the Java Cards. Itis thus a problem teldpwistributed applications
that have to cope with a large amount of data.

In this paper we have presented what we call the Secure Stbétagory Unit, a mech-
anism that provides a swap like feature for Java Cards. Thishanism makes it possible
to swap data off-card still ensuring a very good level of siégly ciphering the swapped
information. The swapped data is split into records, eachreehaving its own symmetric
ciphering key that is furthermore built on the flight. Managikeys this way has two ad-
vantages: it prevents cryptanalysis; it saves space in éérrard memory by building on
the flight the required keys. We have shown the amount of menhat can be saved by
using our SSMU. We have also described applications thdtldmnefit from this feature
and now, implementing them is the next step of our work.
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