
WISTP'2007

Critical Infrastructure Security
What is it all about

and
how does it related to ICT security?
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Critical infrastructures
● Telecommunications
● Transportation: Roads, railways, ...
● Energy: Gas/electricity/...
● Financial services
● Borders
● Manufacturing
● Water
● Health care
● Emergency services sectors



Which type of CRISIS ?
Crisis (source: Wikipedia) is a turning point or decisive 
moment in events. Typically, it is the moment from which 
an illness may go on to death or recovery. More loosely, it 
is a term meaning 'a testing time' or 'emergency event'. It 
is a concept in economics (discussed elsewhere) and in 
international relations.



● Financial crisis - short term liquidity or cash flow 
problems; and long term bankruptcy problems

● Public relations crisis - More commonly called 
"crisis communications," negative publicity that 
could adversely affect the success of the company

● Strategic crisis - changes in the business 
environment that call the viability of the company 
into question - for example the introduction of the 
automobile was a strategic crisis for buggy-whip 
manufacturers



Rescue and Emergency
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Solutions: MANET, Sensors 
networks, Vehicular networks, DT 
networks ?

Source: Spears Project
www.freeband.nl



Crisis and the EC in FP7?



Crisis and the EC in FP7?


